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Digital health data is important to keep secure, and patients’ perception around the privacy of it is essential to
the development of digital health records. In this paper we present people’s perceptions of the communication
of data protection, in relation to their personal health data and the access to it; we focused particularly on
people with chronic or long-term illness. Based on their use of personally accessible health records, we
inquired into their explicit perception of security and sense of data privacy in relation to their health data.
Our goal was to provide insights and guidelines to designers and developers on the communication of data
protection in health records in an accessible way for the users. We analyzed their approach to and experience
with their own health care records and describe the details of their challenges. A conceptual framework called
‘Privacy Awareness’ was developed from the findings and reflects the perspectives of the users. The conceptual
framework forms the basis of a proposal for design guidelines for Digital Health Record systems, which aim
to address, facilitate and improve the users’ awareness of the protection of their online health data.
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1 INTRODUCTION

Following the past couple of decades’ development of digital technologies, as well as the emergence
of new ones, vast amounts of personal data are now being exchanged through elaborate systems
and infrastructures, both in private and public sectors. This is especially true in the healthcare
sector, where the development has resulted in an increasing number of different digital health
technologies, making e-Health a well-established part of modern healthcare, at national and in-
ternational levels [66]. E-Health systems refer to “health services and information delivered or
enhanced through the Internet and related technologies” and are considered to be innovative
trends in healthcare across the world, as the digitization of health data has improved the quality of
healthcare [18]. The term therefore covers various types of health related systems from hospital
management, through patient healthcare records, to digital pharmacy communication and indepen-
dent providers’ patient data. However, in this study we focus on digital health record systems that
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contain a detailed overview of a patients’ healthcare, and can be accessed by authorized healthcare
providers and the patient themselves. These systems are important to patients and healthcare
professionals as they provide both health benefits, such as faster and more effective treatment, and
reduce health care costs [5, 27]. However, while providing many health benefits, concerns about
personal data protection, including information privacy, arise because of the risk of unauthorized
access to personal health data, through the collection and transmission of such data within these
systems. Such concerns can affect patients’ willingness to disclose and share their health data,
with potential critical consequences. For example, the U.S. Department of Health and Human
Services (HHS) estimated that approximately two million Americans suffering from mental illness
did not seek treatment as a result of information privacy concerns [31]. Information privacy, and
in particular people’s desire for control over their own data, is important in e-Health, due to the
sensitive nature of health data. The awareness that health data can be compromised, directly affects
people’s approach to utilize and accept e-Health systems. If stolen or otherwise compromised, these
data may have critical implications for patients [16].

The increasing number and variety of e-Health technologies and systems have also generated
technological measures and legal agreements to protect users’ personal data. In the healthcare
sector, privacy-enhancing technology (PET) has been developed in an attempt to solve problems
related to users’ information privacy. This is done by applying a set of privacy principles to the
processing of personal data, which helps to limit data collection and data specification. Another
approach to protect personal information privacy is "Privacy by Design’. This approach can generally
be described as a way of integrating privacy features into the actual design specifications of a
technological system, so that the fair information practices (FIPS) and the related guidelines are
integrated into a product [10]. This approach aims to protect user information privacy while
maintaining the efficiency and capabilities of the given technology.

The approaches to information privacy in e-Health systems are even more important today,
where data protection of users’ personal sensitive information, including health data, has become
a legal requirement under the EU General Data Protection Regulation (GDPR). GDPR requires
companies and public institutions to comply with specific requirements, in terms of handling and
storage of users’ data, as well as requirements for disseminating this to users of their websites or
services. Failure to do so will result in financial penalties. Therefore, companies and institutions
must inform their users about how their personal information will be used.

Several studies have contributed to the understanding of how to protect patients’ digital health
data [3, 39, 41], as well as understand their patients’ concerns [1, 48], and studies have provided
potential suggestions for various technical and legal measures [30, 63]. However, fewer studies
address patients’ approaches and practices in regards to protecting their own health data privacy,
as well as staying informed of how and with whom their health data is shared. These practices
have significant importance for the design of data presentation, design of personal health records,
and more broadly design of e-Health systems. This study addresses digital health record systems
from the patient’s perspective, looking at aspects that are essential for informing users of how their
health data is handled and protected. Based on an interview study with 16 patients with chronic
illness or long-term illness we describe first their in-depth experiences with the national online
healthcare personal record system and secondly their perception and concerns with the system
and healthcare data more broadly; we then present our framework for understanding patients’
perception of health data privacy, which can work as a basis for design of e-Health technologies.
Our contribution of the framework aims to facilitate a better understanding of how to design
e-health technologies.
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2 RELATED LITERATURE
2.1 Digital Health Systems

Electronic health records (EHR) are generally used to describe personal health information that is
captured and stored in digital records by both public and private organizations. Personal health
records (PHR) contain the same information but are designed to be manged by the patients [28].
These, and related terms such as electronic medical records (EMR) and patient portals, overlap in
their purpose and utility, why the terms are often used interchangeably [45]. But in our findings
and results, we refer to the specific system in our study as a Digital Health Record system (DHR).
The specific system will be described further down.

Different electronic health record systems have been developed around the world and in in-
dividual countries different services are exploited, e.g. medical records and personal health data
(such as allergies, laboratory test results) [24]. A broad survey of EHR systems in 13 countries
looked at success factors, and found that the most significant success factor was the commit-
ment and involvement of all stakeholders of the system, including both medical, nursing and
administration [21].

Information systems are introduced in many public organizations yet Anderson and Agarwal
argue the healthcare context to be unique in at least two respects: risks inherent in the compromise
of sensitive health information and the emotion linked to a person’s medical state [1]. They
examined the users’ willingness to provide access to their personal health information (PHI) and
how this is affected by different circumstances. Besides cognitive factors (electronic health info,
privacy concerns, trust in the system) and risk scenario variables, (type of information, intended
purpose, requesting stakeholder), they argued emotion as a conceptual factor affecting people’s
willingness to share PHI. For example, they found people with negative emotions involving their
current health status to be more willing to disclose PHI and that the type of information does not
have a significant main effect on willingness to provide access to PHI [1]. However, Lim et al found
patients to be cautious about what information to share, due to assumptions about what actions the
doctors might take, and that patients with multiple chronic conditions sometimes avoided sharing
all information about their health despite its potential to be relevant to their healthcare [35].

2.1.1  Personal Health Information as Confidential Information. Personal health information (PHI)
is by definition private information that most patients not only expect but also prefer to be kept
private, except from appropriate users such as medical personal. As more data are stored in digital
records, the security and privacy of the patients become paramount [19]. This confidentiality
is also approached differently in different countries [3], for example, patients can request an
accounting of the disclosure of their health information [19] or doctors cannot be allowed to
access the personal health information without consent from the patient [3]. In the United States,
HIPAA (Health Insurance Portability and Accountability Act) stipulates that patients can request
an accounting of the disclosure of their protected health information by hospitals and other
“covered entities” [19]. The UK limits the circumstances in which the law allows the use of patients’
information without asking first, while the Netherlands requires consent from the patient for
doctors to access information, similar to Portugal that also needs a clearly defined time frame [3].

2.1.2  Designing Electronic Health Record Systems. Several studies have addressed the design of
EHR systems, both during the design process and after implementation. A recent study of large-
scale implementations of a system in Norway illustrated the complex activities and participatory
design methods in play, for the design and appropriation of the new EHR system [65]. Other
previous research has contributed with implications for design of EHR systems that could enhance
privacy [30]. For example, in some EHR systems, patients can individually choose which doctors can
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access what content. Caine and Hanania proved “patients would like to have granular control over
the privacy and sharing of information about them in their EMR” [8]. However, patient-controlled
access can potentially lead to challenges as an ordinary citizen should be considered a non-security
expert and are therefore not necessarily aware of the consequences of the actions. For example, by
not being able to give permission to access some information, a patient can prevent the system
from being effective and useful [61].

2.1.3  Health Systems as Collaborative Systems. Over the last few decades, the relationship between
doctors and patients has been affected by the digitization of health care records. Previously only
the physician directed the patients’ care and decision-making about treatment [14]. However,
the digitization of healthcare systems provided availability of information to the patients and
contributed to the two-way communication between doctors and patients [37]. Enabling patients
access to health information and their personal health records created a group of “informed,
engaged, and empowered” patients, who are equipped to take part in the decision making [37]. EHR
systems are therefore not only a work tool for the physicians but also patients [9], who additionally
can be more actively involved in their treatment by for example effectively self-manage chronic
illnesses [36, 37].

Collaborative health systems also brought several challenges with them and were met with
skepticism from the health professionals [9]. The deployment required implementation of new ways
of working [26] which could cause issues as the healthcare sector is a complex setting [40] and it
could risk introducing new information problems for the healthcare professionals [42]. For example,
information in EHRs often require the provision of professional medical expertise [12], which does
not always meet the need for appropriately communicated health information to patients [14].
Patients might misinterpret the medical notes or test results, which for some people can create
anxiety if they misunderstand the information [9, 17].

While the wider availability of more general healthcare information through the open Internet
has also affected doctor-patient relationships [12], for example by patients more often attempting
self-diagnosis, this part of the healthcare infrastructure was not part of our study.

2.2 Privacy Research

While a significant amount of research has addressed health care record keeping from a privacy
perspective, the overall notion of privacy and trust is important to consider in order to understand
the patients in a broader context. We therefore take a brief step back and review some of the
relevant research into privacy issues among users of personal information systems more generally.

An article by Smith et al. presented an overview study of privacy research in information
systems [52], where privacy was found to be approached majorly from a normative perspective and
less from empirical descriptive perspectives. The paper highlights that privacy is often described as
privacy concern, which is the entity of study in much of the related research. In this paper, we also
focus on privacy concern as a central construct. However, while earlier studies of coarse grained
data sharing preferences illustrated personal privacy concerns, more recent research includes a
broader context. One framework that is very appropriate for understanding our results is Helen
Nissenbaum’s Contextual Integrity framework [43]. It takes its basis in how our everyday human
life is governed by norms of information flow, those being cultural, ethical or moral norms. We
are able to fluently transform our behavior according to these norms just as we appropriate our
actions with people we have different relationships with. Contextual integrity describes a desirable
state that people strive to obtain and maintain, by keeping (perceived) private information private
according to the context. For example, people will readily share health information with doctors
and providers, but are not comfortable sharing the same data with colleagues or employers. Several
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studies have used Nissenbaum’s framework for analysis, for example in an analysis of use of
specifically tailored social media pages [51] or social media use of location sharing [4]. In this
paper we also lean on Nissenbaum’s framework for interpreting our results of privacy concern,
specifically in a health care record context.

3 THE NATIONAL HEALTH DATA SYSTEM

Before describing our research method, we introduce the national healthcare record system utilized
in Denmark where our study took place. In this section, we give an overview of Danish healthcare
and the digital health system, which architecture has evolved over the last two decades.

The national health care system operates on three levels: the state, the regions, and the munici-
palities (national, regional, local levels). The national health data system is a centralized system
for all medical systems across the three levels, from family doctors, through specialty doctors to
hospitals. The National Health Portal, or ’sundhed.dk’ as it is called, has existed since 2003 where it
was rolled out as the centralized system combining information for both doctors and their patients.
For example, citizens can find publicly available information on classification, treatments, waiting
lists [55]. However, this first part did not contain personal records.

In 2014, the Digital Health Record was launched as a part of the online National Health Portal
gathering all personal health information in one place. Before that, like most other pre-internet
societies, the information was only available through doctors and hospitals, or through personal
data requests. The Digital Health Record system contains online services for the citizens, who
can access their personal health information, book appointments with their physician, and access
medical data and prescriptions [55]. The access is divided into two: citizens and doctors from the
national health sector. With the patient’s consent, doctors can register, access, and share all health
information across the three levels of the healthcare system, making the work with a patient more
effective [32]. Besides medical professionals, also researchers and institutions can get access to
biobanks and lab- or imagining systems [23]. In theory, all health personnel have access to all the
patient’s data, however, the system contains a strict control of who can access specific information
and only a healthcare provider assigned to a patient, and where the patient has provided consent,
can access it without being reprimanded or even laid off for inappropriate access. Only in cases of
emergency, doctors are extraordinarily allowed to access a patient’s health record without their
consent, this is for example in cases of accidents or if the person is not conscious and brought
to the emergency room [29]. For the citizen, the Digital Health Record contains all health data
such as complete patient history, lab results, narrative journal keeping by doctors, and general
prescriptions. Moreover, the citizen can register as an organ donor, schedule appointments with
physicians, request prescription refill, and share health-related thoughts and experiences with
other patients [23, 32]. The citizen accesses the Digital Health Record with ‘NemlID’, a 3-factor
authentication that is the digital signature used to log on to Danish internet banks, government
websites, digital posts, and other online self-services. When a person logs in for the first time,
they must give consent for the digital journal to collect, process, and display their personal health
information, for example, a citizen’s personal health number which is necessary to use the services
and view the health data. This initiative is partly a consequence of the introduction of the General
Data Protection Regulation (GDPR), a privacy and security law drafted and passed by the European
Union (EU) [57].

Denmark has a Patient Safety Authority that manages safety concerns in the healthcare sector,
including cases with data breaches and illegal access to patients’ Digital Health Records. The Digital
Health Record system contains the feature ‘My Log’ where the citizen can keep track of who access
what data in their health records, however, according to ‘sundhed.dk’s’ statistics from 2015, only 14
percent of the citizens knew about this feature, making it the least known and used feature in the
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Digital Health Record system [56]. If a patient suspects a healthcare provider illegally has accessed
their health records, they can register a complaint to the Danish Patient Safety Authority. Moreover,
the regions conduct random samples to check for potential cases where healthcare providers
have accessed health records without authority. Such cases have been published in Danish news
media, describing general concerns that healthcare providers are ‘snooping around’ in peoples’
health records [60], individual cases where the healthcare provider got a warning or, in very few
cases, been terminated [34, 50], as well as discussions of privacy and if all healthcare providers
should be able to access all citizens’ health records [47, 53]. In general, Danish society maintains
a high level of trust in government and the associated public organizations [6, 58] and digital
solutions [49]. However, there have been cases with data breaches within the health sector: in 2015,
5 million citizens’ personal health numbers were mistakenly disclosed to a Chinese company [59],
for five years local employees could by mistake access half a million citizens’ personal health
information [62], and more recently, pregnant citizens’ health data were shared with a company in
the US without the women’s consent [33].

In this paper we solely address people’s interaction and practices with the Digital Health Record,
however, the participants refer to it colloquially as ‘sundhed.dk’, the broader portal. To clarify that
they mean their own health journal, being the part where the patient logs into their own health
data, we refer to that part as their Digital Health Record (from hereon abbreviated DHR).

4 METHOD

Our aim in this study was to investigate the practices and concerns of frequent users of the Digital
Health Record in relation to their personal privacy. In particular we wanted to know how potential
data privacy concerns affected their use practices, or how user practices affected their perception
of their personal data confidentiality. While it is often taken for granted that people are willing
to provide personal health data to national healthcare systems, it is also increasingly obvious to
the same people that personal health data is not always confined to the systems (in essence the
databases) that are originally intended to be utilized for this specific data. Our initial inter-related
research questions were therefore:

(1) How do users perceive the communication of the protection of their personal health data,
within their digital health record?

(2) What types of information do users consider essential in relation to the protection of their
health data?

(3) How can personal health data protection be communicated appropriately in an EHR system?

The study took a qualitative approach to examine users’ perception of data protection of their
health data according to their digital health records. The method was inspired by Grounded
Theory [54] with emphasis on inductive strategies for theory development. This can be useful
when studying areas where not much research has earlier been done [13, 54]. The research was
conducted in accordance with “The Danish Code of Conduct for Research Integrity”, which is the
standard set of guidelines used for research using human subjects in Denmark; guidelines are based
on EU standard and as an interview based study, the research study did not have to go through an
internal review board as is traditional at US based universities.

4.1 Participants

We wanted to investigate practices and concerns of DHR among people with significant experience
using their own health records and as such aimed to recruit individuals with reasons for this, such as
chronically ill individuals, or people requiring continuous treatment of some sort. The participants
were recruited by snowball sampling, where initial participants refer researchers to potential next
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Table 1. Participant information

Anonymized names Gender Age Disease/illness

Ann F 28 Minor son with an undisclosed illness
Brenna F 39 Genetic predisposition to cancer
Catherine F 23 Genetic predisposition to cancer
Daniel M 49 Undisclosed

Esther F 26 Undisclosed

Freya F 25 Arthritis

Grace F 28 Arthritis

Harry M 24 Undisclosed

Isaac M 35 Undisclosed

Jennifer F 21  Postural orthostatic tachycardia syndrome (POTS)
Kristopher M 29 Respiratory disease

Lucas M 30 Undisclosed

Martha F 27 Skin disease

Nick M 27 Mental illness

Oda F 47 Cancer

Paula F 27 Undisclosed

participants [2]. The recruitment was seeded through contact with a colleague of the authors who
located further relevant individuals; these individuals further referred us to others, however, not
necessarily with similar chronic illnesses. Two participants were acquaintances (but not friends) of
the two interviewers. The recruitment criteria were based on significant experience with their own
Digital Health Record (possibly in addition to their children’s) and that they had significant reason
to access the record, regularly. All participants suffered from a chronic illness and/or long-term
illnesses requiring continuous treatments, e.g. asthma, POTS, cancer, which ensured they were in
contact with the healthcare sector and had regular use of their health records. Due to the focus of
the study, no prerequisites for the type of disease were set and no further questions into course
and progress of illness were asked; for reasons of privacy, the specific illness and medical status
will not be listed in the paper either. A total of ten women and six men, aged between 21-49,
volunteered to participate in the study. While we did not have a particular age-limit in mind, we
limited older age participants, due to increasing complexity of illnesses, and potential unfamiliarity
with digital services. All participants were regular users of the system and had visited their DHR at
least within the last six months. The participants have been provided with pseudonyms to maintain
their privacy.

4.2 Interviews

We conducted 16 semi-structured interviews to gain an understanding of how users perceive the
dissemination of the protection of their health data, according to their DHR, and what information
aspects they consider essential in relation to the protection of their health data. Interviews lasted
about half an hour and focused on users’ perceptions of data protection, their experiences prior
to accessing the health record, as well as their thoughts and perception of the responsibilities of
others in relation to this.
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To inform what information doctors can access, we interviewed the chief physician of the
Department of Intensive Care at the national hospital. Together with a review of the health portal,
this provided initial knowledge of the DHR system prior to the participant interviews.

To not predetermine the views of the participants, the interviews initialized with broad open-
ended questions and minimal topic control. This allowed us to understand and capture the views of
the participants and develop the ’rich’ description desired for this study. To ensure a comparative
process, the interviews were analyzed in parallel with the ongoing interview process which made it
possible to continuously increase the focus of the discussion on the designated areas. To document
the data, we took fieldwork notes and memos during the interviews which in addition all were
recorded and transcribed. The participant statements included in this paper are based on their
personal experiences and not second-hand experiences. All interviews were conducted in Danish
and after conducting the analysis, the included quotes have been translated for this paper.

4.3 Data Analysis

Coding is a key element of Grounded Theory [54] and has been the data analysis method for this
study. It is a systematic process starting in the early stages of data gathering, where each phase
of the analysis builds up to the next and plays a significant role in the development of Grounded
Theory. In this relation, we systematically followed Strauss and Corbin’s [54] three coding levels:
open, axial and selective.

The data gathering and analysis progressed in parallel; after each interview, two researchers
collected indicators in the form of words, sentences, and statements from the data memos, observa-
tions, and interview transcripts. In the open coding we started looking broadly for themes related
to the participants’ perception of the DHR system. This was done in close collaboration and (the
very few) disagreements were solved as the analysis went on. After that, the indicators were related
and grouped into ten interconnected concepts. Two researchers reviewed these concepts through
axial coding, which specified three main categories composed by the ten concepts as subcategories.
During this process, we moved to selective coding as the overarching theme of privacy awareness
was identified. The categories were organized into a figure from which a conceptual framework
was developed.

We first present our results structured through the categories we extrapolated out from the data,
before presenting the framework. The ten concepts were: the fine print; increased data protection; a
no-choice system; responsibility; fear of data leaks; transparency; who, what, why, and how; (lack of)
knowledge and understanding; unknown risks and consequences; emergencies.

5 RESULTS

In this section we present the overall findings from the interviews. Our findings are separated
in three parts, based on the categories developed in our analysis. They provide the base for our
framework that is presented further down.

5.1 Context of Information Sharing

One of the main subjects discussed in the interviews was the context of the health information
sharing, in the most simplistic sense, who, what, why, and how: the perception of who had access
to what data and how they accessed that data about the participants. All participants expressed, in
some way or another, that they had no clear idea of who in the healthcare sector had access to which
part of the their health records. Both participants who were very concerned about sharing their
health data in general, and participants who expressed less concern, were unclear about which types
of health data the different healthcare workers could access. Two participants, Jennifer and Isaac,
reasoned during the interview that, at least in theory, all healthcare personal could access their
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Who, What, Why, | Responsibility Unkown Risks and
and How Consequences

The Fine Print
Fear of Data Leaks

A No-Choice System

Transparency

Emergencies Increased Data

Protection

(Lack of) Knowledge and
Trust in Government Understanding

CONTEXT OF INFORMATION PRIVACY FATIQUE FEAR OF INFORMATION
SHARING DISTRIBUTION

Fig. 1. Categorization Scheme

health data. Their guess was based on their contact and experience with the public health services
and not based on digital information in the DHR. This reflects a potential lack of information
and transparency in relation to personal health data at the DHR, a missing transparency that was
also commented by Ann, Freya, and Kristopher. Moreover, participants were uncertain that their
own consent provisions were correct. Kristopher for example described this doubt about who can
actually access his health data: “[I]t feels like most [health personnel] can access [the data]. Also,
even if I have to give consent and tick off who can access this information, I can quickly tick the
wrong box and click another person who I was actually not interested in being able to have this
information, who then suddenly has access to it. You somehow lose control over who knows what
about you. I don’t feel good about that actually”

5.1.1 Contextual Access. While the participants did not have a clear understanding of what infor-
mation health personnel can find through the Digital Health Record, they also expressed doubt
about the granularity of that information, such as the actual content of data entries as opposed
to just visit data to, for example, a psychiatrist (e.g. Kristopher). They commented on three types
of sensitive information: sexually transmitted diseases (STDs), mental health/illness, and physi-
cal/sexual abuse. Freya for example expressed some concerns: “for example mental health diagnoses,
there is stigma in relation to those. Also, if there was a random doctor who could scroll through five
different STDs [in the DHR], or whatever, that would not be that cool” The participants seemed to
be more concerned about judgement from a doctor, than accepting how a full picture of a person’s
health history would be potentially useful for the doctor.

Since a doctor can access a patient’s full medical history, three of the participants were afraid to be
seen as hypochondriacs (Grace, Jennifer, Nick) and said they would be reluctant to share all relevant
information with a physician (Jennifer, Nick). Jennifer for example, feared being stigmatized or not
taken seriously by a physician if this doctor, based on her medical history, made presumptions of
her current medical status. Jennifer elaborated that she did not even want another physician, who
were also connected to her regular medical center, to know about all her health data, “I went to
the physician with something that had to do with my illness, but not with sleep problems which
are also a part of POTS. And he said to me ’I can see that you get sleeping medication’ - out of
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the blue! Then he said to me *why do you get that?’, well, because I can’t sleep I say to him, ‘but
you’re very young that can’t be right’ [the physician answers], and then he writes 10 tips on how
to sleep well from the Danish Health Authority. And I just felt, that was crossing my private sphere,
that [the physician] could look in my [DHR] and see my prescriptions.” Despite that the physician
legally accessed Jennifer’s DHR, she felt her privacy violated because the doctor could see health
data that was unrelated to the main reason she was there. This allowed the doctor to question
previous decisions made by other doctors and putting her in a vulnerable position where she had
to defend medical choices made by other doctors.

Some of the participants suggested that the access should be contextual (which it to a certain
extent is already today, but this was not clear to them): “I think it depends on the situation, [who
should have access] and it is difficult to define, because several different situations can occur [...].
There should have to be a reason for [the health personnel] to access [the DHR], and if they kinda
have been informed that I somehow have given my consent for them to go check my record, if
it can help them or do something for the hospital. But I don’t think they should do it without
reason” (Ann). Four participants preferred to manually give their consent for new doctors to access
a patient’s DHR, however, they also recognized that this could result in new challenges, for example
in case of emergency, where most of the participants wanted all health personnel to have access.
Nick described the shared access across all levels of the health system to provide ‘a feeling of safety’.

5.1.2  Trust in the Government and National Health Care Sector. Overall, the health data environment
was perceived by the participants to provide a lack of control over sensitive personal data, yet,
they were ‘forced’ to follow the principles of the DHR that were provided to them, despite a
non-transparent system of stakeholders, participants and confusing consent provision. While they
expressed these critiques, 11 of the 16 participants still said they had trust in the government
and the national health care sector. They argued that “when it’s handled by the government, I
have reasonable trust that they treat my data properly” (Isaac), “when I access with NEM-ID (the
national digital signature), then I have a general assumption that it’s a [platform] with good security.
[...D]octors have a duty of confidentiality, as long they [access my DHR] as [authorized health
personnel] they have a duty of confidentiality” (Grace), and “I expect competent personnel. If
you're a nurse then you also have an idea of what this entails, so yes, I'll say that everyone [with
authorized access] can access my data” (Harry). The participants, therefore, showed trust in the
data sharing principles on the DHR and the health personnel who accessed it, despite them not
being aware of who this was. Paula described: “I'm not aware of who has access at all. But it’s
because I trust the [security] and control. I believe that the people who need access have access”.
The contrast between how the participants described a general trust in the system and that they
still claimed to have privacy concerns, yet not exhibiting privacy protecting behavior, was found to
be closely related to privacy fatigue, an issue elaborated in the following section.

5.2 Privacy Fatigue

When asked about privacy issues in regards to the Digital Health Record service, all participants
referred to the privacy policy and the declaration of consent on the service. We found a consensus
among the participants that managing these policies and consent was “time consuming”, “insur-
mountable” but also “unimportant”. For example, Lucas said: “You are just so used to seeing it, so
you just don’t care, you just want to move on to the [health records]. I wish I was better at thinking
about it, but I'm not. It has just become such a standard.”. Similarly, Freya reported: “Yes, if you
had the time and felt like it, then there is a lot to read - but you rarely feel like that. And I also
think that, from my perspective, it has not been communicated, it had just been put out in a way
so that no one bothers to read it. [...I]t could be better communicated, in an easy-to-understand
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way.” Other participants expressed confusion and insecurity of what the new GDPR law meant
for their own health data. Catherine expressed: “I'm really confused when it comes to the new
data legislation, but off the top of my head I would agree [that such data legislation is good], I
always think it’s good when the regulations are being tightened, especially because the overall
technological development has led to a lot of the legislation. But I must admit that when I look at
that GDPR, I get confused about some of the regulations.”

The participants seemed to navigate the consent and privacy policies through mentally filtering
out, due to what is often referred to as security- or privacy fatigue [22]. Where security fatigue is a
notion that describes a person not adhering to required or preferred security measures, privacy
fatigue is the inability or lack of effort in making decisions regarding online privacy. Privacy fatigue
means people want to minimize effort in decision making [11]. Our participants suffered to a certain
extent from privacy fatigue in their management of privacy settings such as whom were able to
access what data in their DHR, or even by not trying to find out who had access to what data
in order to consider if they thought that was right. One very clear articulation of such privacy
fatigue came from Ann: “Right now, I think that organizations’ [...] answer to GDPR is clearly these
privacy policies and consent statements; to me, it becomes just another habit for us when we access
something digitally. That we just press ‘yes’, but we don’t read the things, we obviously don’t
read what it says, we don’t even read what we consent to” (Ann). She related the management of
healthcare data on the official system with broader private systems, for example websites where
she just ticked yes to all services, and perceived that this was the norm for other people as well. As
such, the GDPR imposed consent tick-box influenced the attitude towards more personal health
data management.

5.2.1 A No-Choice System. The finding that the participants felt that they had no energy for
maintaining or being constantly aware of their health data sharing, closely related to how the
system was a “no-choice system”, a mandatory healthcare record system, for managing personal
(or children’s) health data. Kristopher said: “I feel like it’s kind of a service one is forced to use,
something you somehow is forced to consider. Exactly because [the service] is not going to go
away. It is a bit like the e-box or digital post [a standard government communication tool], it
does not disappear. This is the way things are here and now. You are forced to learn to live with
it. And forced to feel safe about it because else... [...] Sure, there is a possibility that it will get
hacked, but there is also a possibility that it won’t. And if you have to [constantly] worry about
your personal information and your personal data gets [stolen], then you wouldn’t get to spend
time doing anything else” (Kristopher). Others were not as sceptical but reasoned that “they had
nothing to hide”, or did not have any “embarrasing” health information that they feared would get
into the hands of the wrong people. Daniel for example explained that although the healthcare
record system was a more or less no-choice system, he had nothing to hide and that he trusted that
the healthcare data was being kept and stored confidentially.

5.3 Fear of Information Distribution

One reoccurring issue that related to participants’ privacy concerns was the fear of personal
healthcare data being distributed or accessed by irrelevant people. Interestingly, most participants
started the interview by expressing that they had rarely been concerned, but as the interview
progressed, likely as a side effect of talking about healthcare data privacy (this is also discussed in
our section on limitations), participants expressed different concerns. The concerns were of two
types, concerns about illegal access, for example through hacking or access by inappropriate or
undesired other health personnel. We discuss each type in turn.
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5.3.1 lllegal Access to Data. The subject of hacking was a recurring theme by around half of
the participants, for example Kristopher expressed: “When you hear about all that’s going on in
the public debate and news and such, then I become more and more sceptical about sharing this
personal information. Because you hear about how the [social health numbers] suddenly have
ended up in the Chinese Embassy !. Or that somebody suddenly has access to one’s [social health
number]. Well, or that there has been some error in a system and they [the social health numbers]
got into the wrong hands, if you can say so. In that sense I'm not super happy about the personal
information sharing during this time, with ‘the more [data] being available the better’. I can see it
is clever, but the negative things weigh actually more than the positive things about it” Later the
same participant went further and mentioned how he sometimes considered not telling his doctor
something, due to the unknown consequences of this data being written down, and then later being
available through illegal access: “But I will also admit that there has been a couple of times where I
think, that I have to hold back [in terms of providing information] to my doctor. Because if [...], in
a future scenario, one could imagining that others get access to these data, somehow. It could be a
future employer or Russian hackers who sell the information [...].” (Kristopher)

Esther also expressed such fear but did not distinguish as clearly between illegal hacking and data
sharing across (public) systems: “I could feel a bit pressured to hold back from fear that someone,
who can access my [health] record and thereby make a decision that I don’t have an option for
something, for example adopting [a child]. I mean, if someone has some illness that means they
cannot adopt, that’s something to fear, that an adoption agency or who it is, should get access to
my digital health record and see that because I once had some illness, then I'm out. That, I don’t
like. That might mean that I wouldn’t tell everything about my health to my doctor, from fear
that something would be written forever in some [health] record, that someone from the outside,
who perhaps already now has access to, or perhaps in the future gets access to.” Overall, most
participants did not dwell on illegal access to health data, such as through hacking, but emphasized
concern of a more legal but inappropriate nature.

5.3.2  Legal Sharing Concerns. A fear of legal sharing of personal health data was also presented,
exemplified here by Esther: “I am a bit worried to find out that all authorized doctors or nurses
suddenly have access to [the health record]. On the one hand, I would like to know it, on the other
hand, I'm a bit scared of the answer [of who can access her health record]”

The DHR log shows who has accessed the patient’s record. But since it is not communicated
clearly before login to the DHR system who can see personal information, the log did not seem to
create trust or certainty among the users. Brenna for example explained that she had “an insidious
suspicion that there are ways to access [her personal health data] which is not visible to [her]”.
Due to the concern of how encompassing the data sharing actually is, some of the participants
claimed to retain information from the health personnel (e.g. Jennifer).

Four of the participants, Esther, Grace, Kristopher, and Martha, commented that they might hold
back health information due to fear of who will get access to this information in the Digital Heath
Journal. Grace commented on the the duality of the benefits and worried: “It would be terrible if
you feel the necessity to hold back, exactly because you don’t trust that what you say will be kept
confidential. Your information is important for your health, really actually for you life”. Relatedly,
Martha said “the more information, the better the doctor can do to help you. If you keep something
back about your health, then there is a chance to be misdiagnozed”.

IThe participant referred to the case where the Chinese Visa Application Center mistakenly received two CDs, which
contained unencrypted information about 5 million citizens’ health data and personal health number [59].
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5.3.3  Weighing the Bad Against the Good of Digital Information. During the interviews, five of the
participants commented on the positive and negative consequences of moving from paper based to
digital health records. Jennifer said, “And I think, personally that if I should have my health records
on paper, then it would be an encyclopedia; I mean, just a really thick pile. I wouldn’t be able to
manage that myself. I think it is better that it is digital. I also think that a hacking attack, if it hit me
and my [personal health number] then I don’t know what they would use it for. But it is of course
arisk [...]. But I think in relation to saving lives, not mess up too much in some random archive in
the wrong place [...] then I think you can keep track of it better digitally”. Isaac commented on
the advantages of storing information digitally, “I don’t really know if it was more safe with the
paper records, because there were many things that were lost. And that is the good thing about it
being digital, that it does not get lost in the same way as it did back then. But there is of course
and increased risk [of information leak], maybe you should make an extra effect on [improving
security] because it is more accessible now [compared to paper records]” Thus, the participants
felt secure in having their health information stored digitally compared to the paper records, yet,
experiencing new concerns about whether they could rely on the privacy and security measures.

The participants commented on several privacy concerns; however, they still presented trust in
the government, the healthcare personnel, and that their data was securely stored. Although this
did not made them investigate the privacy measures in the DHR system and several of them were
not aware that they do have the option to personalize the settings for information distribution. For
example, Ann showed strong opinions about privacy and the protection of health data and said that
she would prefer to manually provide new health personnel consent to access her DHR. However,
she also admitted to never have considered looking into the privacy and access settings related to
this and available in the DHR. We found that participants viewed health data as significantly private
information; they described it as “a part of my private sphere” (Ann) and that they contain “some of
the most intimate information about us” (Harry). Most of the participants trusted the government to
keep this data safe and that the authorities made sure that only authorized and relevant personnel
accessed it. Yet, several of them feared potential illegal information distribution or access to the
DHR, just as a few of the participants commented on discomfort in relation to doctors who legally
accessed (what they perceived as) non-relevant content in the DHR. The results indicate that this
was grounded in missing transparency and communication of information distribution and privacy
within the DHR as well as from health professionals.

5.4 Limitations

The study as we conducted it has some limitations and before presenting the framework, we
comment on some of the most important ones. First, our recruitment strategy was based on
snowball sampling. While this method is advantageously and often used for recruitment within a
community [2] or hard-to-reach people [20], we chose this approach to locate people with chronic
and/or long-term illnesses but without limiting the study to one specific type of disease. A person’s
medical state can be a sensitive subject, thus we, despite this not being the focus of the interview,
prioritized to locate participants from this chain-referral method. This approach can result in a
sample with questionable representativeness [2], however with a majorly qualitative approach, we
consider the findings of the study valid for exploring users’ perception of privacy when using their
DHR.

The interview study investigated how the participants perceived the protection of their health
data and what information aspects they considered relevant. The interviews therefore included
questions about their perceived privacy, which some of the participants had not thought about
prior to the interview. Consequently, some participants’ initial answers represent trust in the
system and the healthcare personnel, however, we cannot disregard that during the interviews
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the participants expressed more worries about potential privacy issues, at least partly due to
the prompting. Moreover, the participants might be influenced by the news media coverage of
prior cases with healthcare personnel who have accessed patients’ DHRs without authority. These
incidents are rarely proved, and several of the claims presented in the Danish news media, therefore,
built on suspicions of unauthorized access and not proven illegal activities (however, this does not
mean that the suspected activities are authorized only that it is not proved to be illegal). Nonetheless
there have been cases with data breaches where personal health data have been disclosed to external
entities by mistake or without consent [33, 59, 62]. In general, there is a high level of trust in the
Danish governmental services, which was also confirmed by the participants though they argued
for privacy concerns with the design of the DHR system.

6 DISCUSSION AND FRAMEWORK

The findings lead to our conceptual framework on understanding privacy issues in relation to DHR
access from patients’ perspectives. Our interviews revealed that patients were keen to keep their
personal health data protected, but also that they expected a responsibility from both themselves
as users, the health personnel as users and from the supplier of the DHR system. The framework
derived from the main and subcategories presented in findings. We now present the three categories
that together form the framework; the framework itself is illustrated in figure 2. Each part leads to
coarse grained design guidelines explained in the end.

6.1 The Fine Print

The first part of the framework describes people’s interaction around consent for sharing data
within the DHR system, both in terms of giving consent, understanding what they consent to
and worrying about what they have consented to in terms of personal health data sharing. Not
unlike previous literature focusing on peoples’ actual engagement with Terms of Service (TOS)
documents and notifications [7, 25, 44], we found that the consent form in the digital health record
was generally “time consuming” and “unmanageable”. Privacy policies were considered to be for the
sake of the health professionals, for which reason it was expected to be appropriate and functional;
however, the patients were not motivated to read them. The primary reason for this was that
the policies tended to be long, text-heavy, complex, and bound by strong legal language that the
users are not able to understand. Other reasons for not reading them included vague language
and expressions, format and font, or users’ prior trust (or lack thereof) in the public health sector.
Similar to other websites, acceptance of the TOS is usually a prerequisite for accessing a website or
service, which was why most users accept the agreement almost automatically and these terms are
rarely considered reasons to avoid a site.

Distribution of personal health information through DHR systems caused a certain level of
concern and fear, but where most consent forms on the internet such as social media, entertainment
or web shopping services had few predicted potential consequences, the DHR system gave users
the sense that consent decisions had potential for life-and-death consequences. This perception
made the consent statement even more unclear and confusing.

The foundation of the privacy policy and consent form on the DHR system is the EU Data
Protection Regulation (GDPR), which requires organizations to be open about what data they
gather and why. In return, consumers can request access to see which data organizations possess
data, as well as have the ability to update and remove personal information if necessary. However,
the Data Protection Regulation can be misunderstood by users if they do not know, or are unaware
of, what it means for them, as illustrated by several of the users being confused by what was
directed by the GDPR law, and what was directed internally from the DHR system.

Proc. ACM Hum.-Comput. Interact., Vol. 6, No. GROUP, Article 11. Publication date: January 2022.



Protecting Personal Health Data through Privacy Awareness 11:15

Our findings indicated that when a website’s privacy policy is presented to users by default, they
might spend considerable time and effort reading it. On the other hand, when users have the ability
to accept the terms and conditions of the site without reading a policy, they will generally refrain
from reading the document. Even when users decide to click on a non-mandatory link to read the
policy, they spend much less time and effort reading the document. One possible explanation for
this lies in choosing to click on the link. It is possible that clicking on the link to read the policy
served as a source of security for users. By clicking on the link, a feeling of having made an active
effort to be informed is obtained, and after doing so, there is no longer a need to actually read the
document. In the overall perspective, having people read the ’fine print’ will always be a challenge,
and our framework highlights the importance of designing for a clear understanding of what has
been consented to in terms of data sharing.

6.2 Context

The second part of the framework relates to the broader context of access to personal health data.
The question of when, and by whom, a patient’s health information legally can be accessed was
uncertain for all the participants. In particular, we found the question of who has access to a person’s
DHR to be a concern, especially since none of the participants were certain about this. Despite that,
the DHR system allows the patient to select who to provide access, which was also recognized by
several of the participants, they did not seem to feel confident that they had made the ‘right’ choice.
This relates to the findings of Trojer et al. who found patient-controlled access to be a concept that
put the citizen in a position to set privacy preferences but possibly without them being aware that
their choices can prevent the system, and the healthcare personnel, to work effectively [61].

In order for the patients to feel more equated in management of their health data, the participants
expressed a need for a more user-centered approach to the digital healthcare portal overall. They
also wished that health authorities would explain their data collection and practice as a significant
part of their online communication. What was essentially requested was that if personal health
information was collected, the following was made clear: The names of affiliates, and external third
parties with whom the information is shared, what data is shared with them and how to opt out
of this. Some of the informants mentioned specific terms of consent requirements: information
about the purpose of the policy, what information has been collected and how it will be used, as
well as user rights regarding their health data, how the health service will protect their data and
who to contact for further information on this. Additionally, a desire for control over one’s health
data was mentioned, including personal choices of who can see one’s health data, as well as what
data is shared with different health professionals. It was clearly important to participants that their
health data is not shared with any third parties, such as pharmaceutical companies. As part of
the people’s desire for self-control over their health data, the participants commented on different
aspects: gaining insight into what information is available about them, where there were varying
reasons for this all built on fear, such as to see what other health professionals might have shared
(Kristopher), to see what consequences these health data may have (Esther), and to make sure that
what is stated in the health record is correct (Nick).

Generally, there was a wish to feel more secure about data protection in the participants’
individual DHR. This was especially due to the fact that the health record was viewed as a private
sphere where personal health information was stored for the individual patient and his/her doctor(s).
However, people were aware that their health data could also be used for various purposes, an
acknowledgment illustrating their concerns in relation to targeted data sharing. The participants
would prefer the public health service to handle personal health data more transparently and
responsibly in relation to how health data is stored, protected, and managed.
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6.3 Risks and Consequences

The third part of the framework concerns the risk and potential consequences that people have
to consider when using a DHR system like this. While the risk of hacking might not feel big, the
participants all acknowledged their own lacking ability to assess data risk. Several of them would
like to critically assess their digital health information, however, they did not feel sufficiently
informed to be able to offset such risks and consequences. The majority of the participants had
not familiarized themselves with the possible consequences of health personnel or other outsiders
getting unauthorized access to their health data, yet, this was considered to be a lacking information
aspect in relation to the protection of health data. Despite information on the digital health records’
right to access and handle personally sensitive information being disseminated on the web portal,
the participants did not have a deeper understanding of risks and consequences, and therefore did
not feel competent to articulate a position on their own data security.

The balance between the perceived benefits and consequences of sharing digital health data
was frequently brought up in the interviews. Quick access to one’s own health information was
important for the participants who compared it to the alternative of contacting health authorities
directly, e.g. hospitals, for information regarding their health record, which was distinctly preferred
to be done digitally. Holding this advantage up against the risk of potential intrusion (that being
illegal measures or simply mistakes in consent) into personally sensitive information, it was clear
that the benefits carried the greatest weight. As some of the participants expressed it, the associated
risks is “worth it”.

The participants accepted that digital storage of health information would make it difficult to
keep most of the information private. Thus, it was referred to as one’s own responsibility if the
user did not have a sense of how data storage technically operates in the DHR system. Therefore,
information about the technological aspects of health data sharing was definitely a missing aspect
that should be communicated through the broader DHR portal.

6.4 Privacy Awareness

The notion of privacy awareness has been used before, for example, P6tzsch [46] and Malandrino
et al. [38] defined privacy awareness as the users’ understanding of how and what personal data is
processed, used, and shared. This definition relates to our category ‘Context’ in the framework
presented in this paper. Deuker on the other hand, described privacy awareness to include people’s
ability to identify risks associated with disclosure of their personal information [15], which relates
to our category ‘Risks and Consequences’. However, in our study we found additional privacy
aspects that should be considered when designing DHR systems. We do therefore not limit the
conceptual framework of privacy awareness to ‘inform users’ but also consider their needs and
judgment. When making sure people are ‘privacy aware’ we could assume that the user will make
decisions that reflect their own privacy attitudes, yet this is not always the case which is why
several factors must be considered, such as gains related to data sharing [46]. So while others have
described privacy awareness to cover several individual aspects, we conceptualized these factors in
a framework in relation to DHR systems.

The relationship between the three categories of the conceptual framework focuses on estab-
lishing and maintaining privacy awareness to increase the understanding and assurance of users’
data protection. Privacy Awareness in our case is the users’ perception and recognition of the DHR
system’s communication about data protection. It is dependent on both the user (because they
decide what parts of the system to access and read) and the content, as neither should be seen as a
separate entity. Privacy Awareness is thereby a condition of the relationship between the DHR
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portal, users and content material, in response to the person’s own agreement for allowing and
storing their health data in the DHR system.

Privacy Awareness in this way depends on the users” knowledge, or lack thereof, of who can
access their health data and their active level of commitment. The three mutual information aspects
of the dissemination are critical: (a) in what context, covering who can access the data, what data
is accessed, and the purpose of any data sharing and how this takes place; (b) the user’s ability to
understand “the fine print” in the sense of the regulatory guidelines applicable to the web portal;
and (c) the ability to assess the potential risks and consequences associated with sharing and the
storage of health data on the web portal.

While our framework is developed for health data privacy, it relates to other privacy frameworks
for data sharing as well. Wisniewski and Page categorize a number of privacy frameworks within
HCI in five categories: Privacy as Information Disclosure, Privacy as Interpersonal Boundary
Regulation, Privacy as Contextual Norms, Privacy as Affordances and Design, and User-Centered
Privacy and Individual Differences [64]. Our framework falls within two of the categories, and
connects these through our case of health data: Privacy as Information disclosure and Privacy
as Contextual Norms. The first category of frameworks and theories relate to how privacy is
viewed through a lens of concern for information disclosure, such as the fairly simple collection of
personal information through web-services (for example social media or online shopping) that can
potentially be misused or passed on to unknown parties. These type of theories also include the
‘privacy paradox’, which indicate that “users may not always weigh costs and benefits in what one
might consider to be a rational way” [64] While our study did not find excessive representation of
the privacy paradox, the part of our framework “The fine print”, illustrated how the presentation
of simply what is being shared (per default), what information is being disclosed, was useful for
people’s sense of privacy awareness. Similarly, the “risks and consequences” that made up another
third of the framework belongs in the category of information disclosure. Being informed and aware
of potential risk and consequences leads to a lower level of concern for withholding information
due to privacy concerns. Even if risks are still there.

Finally, our notion of context relates to the category of frameworks of Privacy as Contextual
Norms. The framework Wisniewski and Page mentions are rooted in norm-based theory, in partic-
ularly Nissenbaum’s Contextual Integrity [43]. This framework prescribes how contextual factors
and social norms are “critically important when idenfitying appropriate information flows” [64].
In our study patients expect to share health data with their doctors and healthcare workers, yet
with the lack of transparency in a digital system, it is never completely clear who has or in the
future will have access to the digital information. Health data is characterized by being acutely
personal, yet in reality as we saw in the findings, some information is more sensitive than other.
An allergy might not be characterized as sensitive, where past STDs are considered very sensitive
information. If this information is taken out of context, the person’s sense of contextual integrity is
threatened. The coarse granularity of consent provision, illustrated an unpredictable future context
for the patients and they will then rather withhold information. People’s contextual norms were
created and upheld by emotions, a cultural understanding of a national collective healthcare system,
as well as a general trust in government; still the norms had not been explicated yet, other than
through consent forms and terms of service information documents available. Contextual norms
were already built into the system to some degree. While people were not very certain of who
could access their DHR, and they often believed it was “everybody”, it was in reality much more
constrained. This type of framework showed to be useful in gaining a deeper understanding of how
DHR users’ concerns emerge and how upholding norms for personal data sharing (for example that
secondary private providers do not necessarily have access to irrelevant health data) is important
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for designing and implementing DHR systems. We now discuss how to design or adjust future
DHR systems with this framework in mind.

The Fine Print

Privacy
Awareness
Risks and
Consequences

Fig. 2. Framework

6.5 Design

The conceptual framework lead to broad guidelines of how to design DHR systems that protect
patients’ personal health data. The three categories of the framework deal with different considera-
tions in order to create awareness of information privacy, however, they will have some overlap. The
categories are therefore supplementing each other in the shared goal of creating privacy awareness.

“The fine print” describes the users’ experience and perception of the privacy policy on the
overall DHR portal. In a design context, there are several aspects that can be included to support a
more user-focused accessibility, as both visual and linguistic elements influence users’ experience of
the privacy policy. In addition, “the fine print” constitutes the users’ path to information about data
protection. The consent form contains essential information on what and who the DHR provides
data access to, yet this is not the patient’s primary source of information on data sharing. This
information can be detailed and formally written, making it challenging for the common citizen to
understand. A focus on, for example, visualization of this information can help the users’ experience
of what is important.

The category “Context” relates to the users’ lack of knowledge of dissemination around the
protection of their health information. Communication of this information is therefore a core
area where the focus must be on the users’ ability to relate this information to their personal
information privacy. It is not only a question of whether the information is available on the DHR,
but the focus should be on how the users experience this information. For example, if the option
of personalized access control does not necessarily meet this need, then it is instead important to
communicate the consequences of the choices. In this way, the broad topic of transparency can be
considered. Transparency does not limit to the phrasing within a privacy policy but can also cover
what measures are being taken to make users aware of how their data is used. For example, we
found that an “active log”, which notifies the users about the distribution of their data, made the
participants feel informed about the sharing of their health data. The log is available on the DHR
system, however, the user has to click through the website to find the information as no features
indicate new activities (e.g. that someone has accessed the records).

The users’ fear of potential risks and consequences is affected by the overall communication of
data protection. It is formed by the users’ experience of information privacy risks, the benefits of
sharing data, and if this makes the user able to weigh the gains against the consequences of their
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chosen privacy settings. Dissemination of data protection should make users aware of and able to
assess any information privacy risks that may be associated with the use of DHR systems so that
they can make informed decisions about their data. As technology evolves, the information about
this must also be made available so that users can gain insight into potential changes around their
information privacy conditions, changes that need to be made explicit in the design of the DHR
system.

7 CONCLUSION

In this paper we set out to explore privacy concerns of frequent users of a national digital health
record system, in terms of their personal health information. Through interviews with 16 par-
ticipants with chronic or long-term illnesses, we described how they are very uncertain of who
and what of their personal health information is shared in different contexts. While they were
concerned by “wrong” people getting information, they had no other suggestions for managing this
than to withhold information. Our findings lead to a conceptual framework that describes three
aspects of Privacy Awareness, which in sum can assist in a better understanding of DHR system
users’ worries and reactions, as well as suggest how to appropriately design for these systems. In
conclusion, the complexity of these systems and the sensitive nature of health information, lead
to requirements for clear communication of data sharing context and consent descriptions and
visualizations.

While the study was conducted in a context with high level of trust in government and a
significantly lower set of stakeholders in health care infrastructure compared to countries that
employ vast systems of insurance and private providers (e.g. the United States), we argue that our
findings can still inform a broader spectrum of contexts. In one sense, Denmark is an idealistic
setting for such study, because the health care system is simplistic compared to other countries,
and it is therefore only appropriate to believe that other contexts would introduce more complexity
to the framework presented. It is significantly more important to design for sensitivity in the
systems when managing even more stakeholders and when users have more complex system
infrastructures to navigate. Still, we hope to conduct future work within another context of health
care infrastructure to complement the research and broaden out the framework.
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