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Through the past two and a half years, COVID-19 has swept through the world and new technologies for
mitigating spread, such as exposure notification applications and contact tracing, have been implemented
in many countries. However, the uptake has differed from country to country and it has not been clear if
culture, death rates or information dissemination have been a factor in their adoption rate. However, these
apps introduce issues of trust and privacy protection, which can create challenges in terms of adoptions and
daily use. In this paper we present the results from a cross-country survey study of potential barriers to
adoption of in particular COVID-19 contact tracing apps. We found that people’s existing privacy concerns
are an have a reverse correlation with adoption behavior but that the geographical location, as well as other
demographics, such as age and gender, do not have significant effect on either adoption of the app or privacy
concerns. Instead, a better understanding of what data is collected through the apps lead to a higher level of
adoption. We provide suggestions for how to approach the development and deployment of contact tracing
apps and more broadly health tracking apps.
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1 INTRODUCTION

With the global COVID-19 pandemic, contact tracing and exposure notification applications have
emerged as an attempted measure to limit spread of the virus, and many countries have developed
and released one or more such applications. While some countries successfully developed and
distributed national COVID-19 tracing applications, populations in other countries were hesitantly
to adopt these types of applications, which were sometimes privately developed. The development of
these tools is not new to the COVID-19 pandemic; in the past, tools for tracing Ebola and Zika have
significantly strengthened contact tracing and consequently limited disease spread [10]. The general
idea behind such apps is to inform people if they have been in close contact with someone who later
found out they were positive, in order to quickly isolate and get tested themselves. The increase of
individuals with access to smartphones with proximity network technologies, such as Bluetooth,
makes the use of these applications more feasible as tools of disease mitigation for current and future
diseases. However, the successful deployment of contact tracing depends on the number of people
using such applications and their willingness to voluntarily share personal health information
when diagnosed. From a privacy perspective, such contact tracing and potential localizing of
individuals are complex; a perceived potential misuse or a perceived centralization of personal data
can prevent people from adopting such apps. In the beginning of the pandemic, countries took
different approaches to the development, distribution, and public awareness initiatives of contact
tracing applications, leading to a diverse public understanding of data management strategies and
available privacy protections. It is therefore important to understand the underlying hesitance as
well as reasoning for adoption, in order to design and develop appropriate tracing applications.
While exposure notification and contact tracing are not the only tools for limiting disease spread in
a pandemic, these applications could function as one of the “Swiss cheese slices” [36] in a broader
set of responses to public health crises. Yet, this will only be possible if people are willing to adopt
the use of such tools.

In an effort to better understand public perception and use of these tools, we conducted a survey
in four countries: Denmark, Germany, Italy, and the United States. The main objective of our
study was to explore how existing privacy concerns affected the adoption of COVID-19 contact
tracing applications (which we in this article refer to as C19CT apps) across these countries. We
analyzed the data guided by the following research questions, with the aim of understanding both
population-specific concerns as well as cross-country differences in privacy concerns and adoption
rate:

RQ1. What are the differences in attitudes towards various factors of privacy concerns related to
COVID-19 tracing apps between the investigated countries?

RQ2. Which factors influence the adoption of COVID19 tracing apps?

RQ3. Which factors influence the privacy concerns regarding COVID-19 tracing apps and how are
these factors affected by demographics?

In order to answer RQ1, we study the descriptive statistics of our collected data. For answering
RQ2-3, we conduct statistical analyses via logistic and linear regression models as well as exploratory
factor analysis.

One factor to be aware of is that the adoption of contact tracing apps was very different between
countries, even within Europe. For example, Italy averaged 17 downloads per 100 people whereas
Germany averaged 29 downloads per 100 people. Such differences are interesting to explore in
relation to individual and cross-cultural factors. And where Denmark, German and Italy had national,
highly recommended C19CT apps, the US had multiple privately or state based applications.

While contact tracing applications can potentially be a valuable tool in the fight against a
pandemic, the acceptance and general understanding of such applications and their potential
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consequences should not be underestimated as factors in the overall success rate of such tools.
In our study we found that higher adoption rate is associated with lower general concerns about
privacy but also associated with a higher level of knowledge of the purpose of the app; we also
found that the higher level of trust in organizational entities (such as the government) led to a
higher level of adoption.

We conclude by providing suggestions for how to approach the deployment and management of
contact tracing apps.

2 PREVIOUS WORK

Due to the COVID-19 tracing applications being fairly new, only a limited set of studies have
investigated their implementation and to the best of our knowledge no long-term studies exist
yet. We organize the related work according to same themes as the research questions: first we
review literature in relation to COVID-19 contact tracing apps, and specifically those that report
on (i) influencing factors on adoption of C19CT apps and (ii) user perception of privacy in C19CT
apps. Finally, we review past research relating to more general personal data sharing in mobile
context, both in regards to location tracking and health data sharing, relating to relevant issues
around privacy perceptions. The more specific applications available and referred to in this paper
are described further down, in Section 3).

Note that different terminology has been used in both research and public discussions around
COVID-19 contact tracing apps, with these types of applications increasingly referred to as “ex-
posure notification applications” (in English), but at the time of the study, and in the most of the
countries included in the study, “COVID-19 tracking” or “contact tracing” was the standard term.
As mentioned in Section 1, in this paper we refer to these apps as COVID-19 contact tracing apps
and shorten them to “C19CT apps”, also when referring to studies that used a different term.

2.1 User Adoption of COVID-19 Contact Tracing Apps

Since several countries started developing digital contact tracing apps to support their manual
tracing of COVID-19, researchers around the world have attempted to understand users’ willingness
to adopt these apps.

Studies have in particular been conducted in European countries (e.g., Germany [6, 13, 17, 30,
52], Switzerland [50], France, [37]), the United States [25, 26, 28, 42] and Australia [47], where
several of these have been conducted as cross-country studies comparing different populations’
app adoption [1, 12, 22, 48]. These studies found that the actual adoption rates for most C19CT
apps, are lower than what is needed for the apps to have a significant effect on mitigating the
pandemic [6, 22, 24, 28, 32, 52].

A number of possible reasons behind the low adoption rates have been explored, related to
such aspects of C19CT apps as the app characteristics including available functionality and user
experience [22, 31, 32], personal circumstances of the the user [28], such as whether they knew
someone who died from COVID-19, their health concerns, privacy concerns and trust in the
government [1, 17, 23, 30], perceived usefulness of such apps [42] and a more complex combination
of factors [6, 32].

Our study complements existing work, emphasizing the importance of several factors identified
in related work — privacy concerns and trust in the government — as well as further factors such as
trust in other involved entities such as software development companies involved in the creation
and distribution of C19CT apps and understanding of how the app works across four countries.

!Manual tracing often includes calling up a newly infected person, asking them to provide contact information of all the
people they have been in contact with the previous 48 ours or more.
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2.2 User Perception of Privacy

As described above, several studies found privacy to be a widespread concern and this can be a
considerable factor influencing app adoption [1, 22, 31, 32, 43, 48, 52]. More explicitly research
found that people worry about C19CT apps to be “surveillance tools” [31, 48, 52], which could make
them reluctant to download the app [37, 52]. In particularly participants from German-speaking
countries [52] perceived C19CT apps as “governmental surveillance tools”, however having different
perceptions of whether this surveillance is justified due to the pandemic. Correspondingly, several
measures were proposed as ways to alleviate privacy concerns, such as referring to C19CT apps
as “exposure notification apps” and overall transparent communication of what data the app
collects[1, 30, 31, 48]. Other studies however, did not find privacy concerns to be among the main
influencing factors when deciding to install an app [6]. Comparing privacy attitudes of participants
from different countries, Altman et al. found that respondents from Germany and the United States
were be more likely to mention concerns about privacy, security, and governmental surveillance,
compared to participants from France, Italy and UK [1].

Other studies have focused on perceptions of more detailed technical workings of the specific apps
- in particular, regarding their data collection and sharing policies. Haring et al. studied the German
populations’ knowledge immediately before the release and found that many participant were
missing information or had beliefs about the app that were not true [17], such as believing that the
app collected location data, which is not true as it uses Bluetooth to proximity detection [17]. Two
other studies [25, 51] investigated the US users’ perception and preference of two data collection
models: the decentralized model, where most of the data is stored on users’ device, and centralized,
with authorities having much more extensive access to the users’ personal data. The findings were
conflicting: Li et al. found people to prefer to install C19CT apps that is centralized [25] while Zhang
et al. found people to be more acceptable of a C19CT apps with a decentralized architecture [51].

Similar to most of these studies, we identify privacy concerns to be an important factor in
deciding to adopt the app. Our study confirms the need of transparent communication, showing
that lack of knowledge about the app and corresponding belief that the app is more privacy-invasive
than it is designed to be, is a factor than can negatively influence adoption. We furthermore find
that the participants in our survey across different countries were less concerned over using the
C19CT app with a decentralized model.

2.3 Sharing of Location Data

Since all literature related explicitly to C19CT apps is fairly new, we also briefly review privacy
studies concerning sharing location and health data more generally, particularly due to people’s
common perception that C19CT apps use their personal location data. Location sharing apps are
not new in any sense, and early research looked for example at people’s willingness to share
location data (e.g., [4, 8, 9, 29]). Personal location sharing is almost exclusively facilitated through
smartphones, for example through GPS-based map pointers or descriptive tags in social networks
such as Facebook check-in [41]. Motivations to share location can be diverse and relevant for
different contexts, from social grooming to parents’ surveillance of teenage children [27, 46].
Previous studies found that people can be positive towards location-based services as long as
they perceive them to be useful [4]. Within social relations, people would be willing to share the
location data that was useful for the receiver independent of how precise the location was; they
would either give the most useful information, including the precise position, or not give any
data at all [9]. This resonates with a potential perceived usefulness of sharing COVID-19 infection
status to protect people’s health. Brush et al. found people to prefer different location obfuscations
strategies, and that privacy control interfaces should provide users with informed choices [8].
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In a health context, Murphy et al. found young adults to be positive about sharing mobile phone
location data to improve public healthcare [29]. Moreover, they argued that more education on
data collection, storage and protection can “ease concerns and prevent hesitancy” toward location
data sharing [29].

3 BACKGROUND: COVID-19 CONTACT TRACING APPS

In this section, we describe the current C19CT apps in the four different countries where we
conducted the survey. Their development were for obvious reasons mostly rushed, and in some
countries, one approach was started, only to be abandoned months into development and another
approach adopted. One major difference between the four countries is that where the EU countries
developed national government affiliated (and sometimes government sponsored) applications, the
US provides private and state based applications, but does not have one nationwide recommended
app. Another important thing to keep in mind is that one phone can only have one active C19CT
app at any given time. This also means that for travel, a user has to manually download the new
country’s app, pause the old one and activate the new one.

In the US the first wave of C19CT apps was launched in August 2020 but covers today nearly half
(24) of the US states (with 32 apps in total, some covering more than one state) [39]. The majority
of the apps rely on the API developed by Apple and Google, which uses Bluetooth to trace people
who have been near you and later diagnosed with COVID-19, however different developers can
make use of and customize different parameters of their API which is why the C19CT apps will be
different in different states/countries. For example, the version developed in Alabama works with
exposure notifications apps from other states, in Michigan and Virginia a list of anonymous data
may be shared with other entities for statistical and research purpose, in North Dakota the tracing
app is used in additional to a diary app, and in Wyoming data are send to a third party to improve
app performance [39]. Among the states that do not make use of Apple and Google’s API, four use
location data. This is for example the case in South Dakota where their Department of Health will
reach out to a person if they test positive for COVID-19, ask them if they use the app and request
them to share their locations [39].

The Danish national app “Smittestop” was provided by the governmental authorities and a Danish
publicly traded IT company. It builds on Apple and Google’s API and as such uses the smartphone’s
Bluetooth to trace other people’s smartphones. To ensure anonymity, the ID is updated within 20
minutes with a rolling system-generated ID. The Danish C19CT app was launched June 18, 2020,
and is voluntary to download just as it is voluntary to register if you have a positive COVID-19
test result. A user has to register a positive test results themselves, although this registration is
checked by the health authorities to ensure only valid test results are registered. Users will only
receive a notification of contact to a COVID-19 positive if the encounter lasted for more than 15
minutes (based on the duration) and the distance was less than one meter (based on the strength
of the Bluetooth connection) [44]. A few months after the launch, the app was criticized for not
always providing notifications of exposure, which was argued to be due to the developers focusing
on ‘random meetings’, e.g. in the bus, why users would not always get notifications at longer
meetings such as other household members and colleagues [14]. At the end of 2020, the app was
again criticized for missing notifications, this time on Android phones, where users had to check
the app for encounters with exposure as the notification system did not always work [45]. At the
time the study took place, winter 2020/2021, the app had around 2.1 million downloads, which
corresponds to around 36% of the population.

The Italian app was tested in four regions before the government extended it to the whole
country in June 2020. It builds on Apple and Google’s API and was developed by a Milan based
tech start-up [2]. If a person is tested positive for COVID-19, the doctor has to upload the result
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anonymously in the health system, get a code that has to be uploaded to the C19CT app and send
this code to the patient who also has to upload it to the C19CT app; the process was criticized
for being vulnerable as several actions from different people are needed and sometimes either
the doctor or the patient would not do it correctly [21]. If a user has been a close contact to a
COVID-19 positive, they will get a notification telling them to self-isolate and get tested [34]. In
October 2020 it was discovered that the app did not work on all iPhones and users would not
always receive notifications on exposure but had to open the app to see encounters with COVID-19
positive users [5]; the same problem that was experienced with the Danish app. At the time of the
study, the Italian app had 9.9 million downloads [38], which represents approximately 16% of the
population.

The German app “Corona-Warnapp” [35] was released to the general public in June 2020. Similar
to other apps used in European countries, the app built on the decentralised solution implemented
by the Apple and Google’s API, using Bluetooth information to track close contacts with infected
people without revealing the identities of the users. It was developed in cooperation of public and
private institutions: the German Robert-Koch Institute and the companies Deutsche Telekom and
SAP. Downloading the app, as well as entering one’s positive COVID-19 result, is voluntary but
encouraged. As an effort to introduce transparency into the app, the source code was published
on Github prior to the app release [15]. In addition to exposure notification functionality, the app
introduced additional features, such as a “contact journal” allowing the users to keep track of
people they met [18]. While using these additional features would potentially have the user share
more data with the app in addition to the Bluetooth tokens, the app developers stressed that these
features are voluntary and work decoupled from the main contact tracing system [19]. Similar
to the Danish and Italian app, the users of the app experienced technical issues, such as the app
stopping to work after a software update on one’s phone [16]. At the time of the study, the app had
23.2 million downloads [20] (approximately 28% of the German population).

4 METHOD

In an aim to understand specific privacy concerns in relation to adoption rate and use of specif-
ically C19CT apps, we conducted a cross-country survey inquiring into a wide set of uses, the
understanding of the relevant information tracing apps and data sharing concerns. We chose to
include four countries, three within Europe: Denmark, Germany and Italy, as well as the US, with a
presumption that the results from US residents would likely look different from that of the Euro-
pean residents. We specifically chose Denmark, Germany and Italy for two main reasons: (i) their
perceived difference in culture (Northern European, Central European and Southern European),
and (ii) the convenience of the authors being proficient in all three languages, enabling original
language analysis and a deep understanding of the phrasing of the questions. The authors were
also all deeply involved in the culture of these countries, which led to a greater understanding of
the context of the country during the COVID-19 crisis. While we relied on a small level of external
translation and checking of the naturalness of questions, being fluent in all languages (as well as of
course English), proved very useful for our team in the analysis phase.

4.1 Development of the Survey

The survey was initially developed as a questionnaire in English; all researchers went through
the questions multiple times, and several smaller pilot tests were conducted. Secondly, the survey
was translated into the three other languages: Danish, German and Italian, and for each one of the
translations, a native speaker who was not involved in the original development of the questionnaire
provided their feedback. Pilot tests of the questionnaires in each of these languages were conducted
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too 2. Participants were given the option to answer it in any of these provided languages. That
meant that a small subset of all the European participants answered it in English, either because
they did not know the local language of the country from which they completed the questionnaire,
or because they felt more comfortable in English. While we could not check for legal residency, the
survey was checked for location at the time of it being answered.

Survey design. At the beginning of the survey, the participants were given the option to choose
the language (Danish, English, German or Italian), followed by a welcome message introducing
the purpose of the study, its benefits, and what the participant would be asked about, followed
by the consent form. The survey consisted of a total of 31 questions, divided across 9 sections. As
our goal was to study the different demographic and privacy-related factors affecting the adoption
and perceptions of local C19CT apps, the questions aimed to focus on different aspects of data
collection and usage of these apps, asking about either the participants’ behavior or their attitudes
regarding these aspects. The first section was asking questions to position participants in terms of
their confidence with technology and awareness of and experience with C19CT apps, while the
last section posed questions to capture participants’ demographics. The remaining sections posed
questions related to participants’ concerns on potential privacy issues, their understanding of the
data collection models (the presented models were based on the workings of commonly available
apps as well as media discussions around the concept of such apps), the purpose of using C19CT
apps, their trust in various entities (the government, private/public organizations), their beliefs
with respect to data collection/storage/usage, their willingness to share location information at
different levels of granularity and/or with different stakeholders.

The estimated time to complete the survey was 10 minutes. We have included the survey
questionnaire with the supplementary materials for the paper.

4.2 Deployment of the Survey

The survey was distributed through crowdsourcing market place platforms in all countries except
Denmark where this was not a possible data collection method (no national crowdsourcing tool
exists and when aiming to get Danish residents through other tools, no answers were provided).

Table 1. Participant Demographics

‘ Denmark ‘ Germany ‘ Italy ‘ United States

Average Age 36.8 29.8 31.2 45.5
Female/Male/Non-binary 53/53/0 73/63/1 | 64/79/1 74/51/0
Share of participants with university-level education 62.0% 65.2% 53.5% 64.8%
Average self assessed technical proficiency (1-5) 4.39 4.46 4.42 4.17

In Germany and Italy the platform Prolific> was used and in the US Amazon’s Mechanical
Turk? was used. In the US participants were paid the recommended average of USD 1.5 per survey
and in Germany and Italy they were paid the recommended average of EUR 1.5 per survey. We
supplemented both the Italian and the German data collection with social media postings, in order to
broaden the sample to a higher age group and with a higher level of education, since Prolific seemed

ZNote that these translations were not trivial; as well as translating words and terminology directly, we also went through
phrasings with native speakers not affiliated the project, to make sure that the questions made sense and sounded natural in
the language in question. Occasionally we had to compromise a direct translation with local terminology: for example in
German the more commonly used notion of “go into self-quarantine” (“sich in Selbstquarantine begeben”) was used instead
of “self-isolate”.

3https://prolific.co, last visited September 9th, 2021

4https://www.mturk.com, last visited September 9th, 2021
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Table 2. Share of US participants selecting each option for race. Note, it was possible to select multiple
options.

White or Caucasian 76.8%
Black or African American 10.4%
Asian or Pacific Islander 7.2%
Hispanic or Latinx 5.6%
Multiracial or Biracial 1.6%
Native American or Alaskan Native  0.8%
Other 1.6%

to cater to a younger group, particularly compared to Mechanical Turk in the US. In Denmark we
used purposeful sampling, posting on social media, sending direct requests to mailing lists, in an
aim to get a wide set of respondents. While it does not provide a set of ‘average’ Danish residents,
the data set is close enough in demographics that is comparable to the other samples. We checked
for age, gender®, education level, but also technology proficiency; Table 1 shows the averages and
ranges for all four countries. As it may be noted Germany stands out slightly with a lower average
age, and this was taken into account during the analysis. For the US participants we also asked
for race/ethnicity, see Table 2, however for the European participants, the question was deemed
inappropriate in the pilot test.

The survey was conducted between December 2020 and end of February 2021, at the height of
the second larger wave of COVID-19.

4.3 Ethics

While the main research institution involved does not have a mandatory Institutional Review Board
(IRB) for studies, for the secondary research institution involved, we got IRB approval. Nevertheless,
the main research institution addressed the four considerations related to ethics in conducting such
a research: informed consent, confidentiality, consequences and the role of the researcher (7, 11].
Specifically, we protected the confidentiality of the participants, assuring them that their personal
data will not be shared with anyone and that the results will only be reported in anonymized form.
Most importantly, even though the survey is on health tracking applications, no participant was
asked to provide health data. We explicitly informed our participants about the purpose of the
survey, and informed them of their right to withdraw from (aka interrupt) the survey at anytime.
Finally, we did not provide any remuneration to participants recruited through snowballing and/or
via leveraging our personal and professional networks, while as stated earlier we paid participants
that were recruited through the Prolific platform and Amazon Mechanical Turk.

4.4 Limitations

While the survey was distributed in a concentrated time frame in Germany, Italy and the US, the
survey was distributed over the full timeframe in Denmark, due to the lack of a data collection
instrument. We also had to supplement the other initial datasets with snowball sampling to increase
participation and to get closer to a similar average age for the samples. Our survey focused on
privacy attitudes, which might have primed the participants in thinking more about privacy-related
issues. Hence, it is possible that some of our participants expressed higher privacy concerns than
they had in their daily life, when they are not confronted with data protection issues related to

5Two participants preferred not to report their gender.
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C19CT apps. However, since these issues have been frequently touched upon in public discussions
around C19CT apps, we consider the additional priming effects to be acceptable.

5 RESULTS

We collected a total of 512 responses, where 108 were from Denmark, 135 from Germany, 144 from
Italy and 125 from the US. Additionally, we performed a quality check on the survey responses by
removing incomplete entries and reviewing all open-ended questions for possible spam-like entries.
Before the final number of 512, we had removed 90 responses for being incomplete and found no
instances of spam-like entries in the data. For the analysis of RQ2 (i.e. factors influencing adoption
of the app) we removed the participants who reported not owning a smartphone or not knowing
about any of the C19CT apps they could install, as these participants could not be expected to
install the app regardless of the other factors. This resulted in the removal of 11, 11, 9, 74 answers
from Denmark, Germany, Italy, US respectively. For the two other RQs we used the full datasets.

We first report our general findings based on descriptive statistics answering our main research
question: what are the differences attitudes towards various factors of privacy concerns related to
C19CT apps between the investigated countries? (RQ1). We follow by looking deeper into the other
research questions that we evaluate via statistical analysis: which factors influence the adoption of
C19CT apps (RQ2), which factors influence the privacy conncerns regarding the C19CT apps (RQ3)
and how are these factors affected by demographics.

We used R packages “stats”, “ordinal”, “emmeans” and “psych” for the analysis. In order to reduce
the dimensionality of the data, we aggregated the responses on items that were grouped together
in the questionnaire (e.g. participants expressing their trust in various entities developing the app,
which we will expand on in the subsections below.

5.1 Differences in Attitudes Towards C19CT apps Between the Countries (RQT1)

Looking at descriptive statistics for specific questions, the following patterns emerged regarding
the differences between the countries.

5.1.1 Attitudes towards data sharing and usage by the app. A number of questions focused on
participants’ attitudes towards C19CT apps in general, such as their willingness to share particular
data with the app or use the app for specific purposes.

Purposes of using the app. Very few participants from all of the countries were unwilling to use
the app for purposes directly related to tracking the spread of the pandemic, such as notifying
contacts of infected people (between 3.5% unwilling in Italy to 27.2% unwilling in the US), finding
hotspots of infection (from 9.7% unwilling in Italy to 20% unwilling in the US), tracking infected
people and their contacts (from 6.9% unwilling in Italy to 30.4% unwilling in the US) and other
kinds of measures against the pandemic (from 13.2% unwilling in Italy to 36% unwilling in the US),
see Figure 1a. However, the majority of participants in each country were unwilling to use the app
for the purpose of general surveillance (from 54.2% in Italy to 80.8% in the US).

In comparing responses by country, we find that participants from Italy were most willing
to share their data, while participants in the US were least willing. Of the European countries,
participants from Denmark were least willing to use the apps for purposes related to compliance
enforcing, like checking whether people were complying with social distancing measures (54.6%
unwilling) and with self-isolation requirements (59.3% unwilling).

Attitudes towards data collection models. All participants across the countries were more com-
fortable with a decentralized data collection model - i.e. the model where the authorities get limited
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or no access to the data collected by the app, see Figure 1b. Still, participants from the US were less
comfortable with this model models compared to participants from Europe (12.6%, 12%, 5.6%, 30.4%
uncomfortable in Germany, Denmark, Italy, US), and participants from Italy were most comfortable
with all the presented data collection models, including centralized ones (with 29.9% in Italy being
uncomfortable with the model that involves the most invasive data collection, as opposed to 54.1%,
44.4%, 47.2% being uncomfortable with such a model in Germany, Denmark, US).
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l';éicﬁgﬁeggi:(w;: 4.4% 12% 3.5% 27.2% case you are infected, these people are
notified that they are atrisk. The 126 % 12% 5.6% 30.4%

Find hotspots (places authorities do not get any information

with high risk of 1.1 % 22.2% 9.7 % 20 % about either your contacts or your

infection) location.

Track and Isolate The app collects information about

. 5 5 o @ people you have been close to and sends
Infected people and - 1.9 1% SEZiERo 6.9 % 30.4 % itto the authorities only in case you | 29.6 % 25.9% 19.4% 42.4%

are infected. The authorities use this

Any kind of measures data to contact these people.
used against the 20 % 31.5% 13.2% 36 %
pandemic The app collects your location data and

sends it to the authorities in case you
are infected. The authorities use this [45.2% 44.4 % 30.6 % 47.2%
data to publish the locations recently

visited by someone who is infected.

Check whether infected
people comply with 32.6 %
isolation measures

Check whether people
comply to social
distancing regulations

422 % The app collects your location data and

sends it to the authorities. The
authorities use the data to identify 444 % 299% 47.2%

other people you have been close to and

General surveillance to notify contacts of infected people.

= H il = = = 11
us DE DK IT

c
@

(a) Unwillingness to download the app if itisused  (b) Being uncomfortable with particular data col-
for a particular purpose (showing percentage of  lection models (showing percentage of partici-
participants either “somewhat not willing” or “not  pants either “somewhat not comfortable” or “not
willing” to download the app) comfortable” with a particular model)

Fig. 1. Attitudes towards purposes and data collection models

Attitudes towards sharing data from the app with different entities. Most of the participants in
each country were willing to share the data from the app with healthcare providers (from 5.6%
unwilling in Italy to 21.3% unwilling in Denmark), health authorities (from 6.2% unwilling in Italy
to 26.4% unwilling in the US) and universities and research centers (from 16% unwilling in Italy to
41.6% unwilling in the US), see Figure 2a. However, participants from the US were significantly
more negative about providing their data to universities and research centers when compared to
the participants from the European countries (27.4%, 27.8%, 16% unwilling to share their data with
these entities in Germany, Denmark and Italy). Around half of the participants in Germany (48.9%),
Denmark (53.7%) and the US (52%) were not willing to share their data with the app developers,
while only a third of participants in Italy (34%) had similar attitudes. Participants from Germany
and the US were more negative towards sharing their data with governmental entities other than
health authorities (60% in Germany and 61.6% in the US unwilling to share their data, compared
to 46.3% in Denmark and 32.6% in Italy). The majority of participants from all the countries were
unwilling to share their data with either mobile providers (from 56% in the US to 78.7% in Denmark),
governmental institutions in other countries (from 58.3% in Italy to 79.6% in Denmark), and both
domestic (from 74.4% in the US to 87.4% in Germany) and foreign (from 79.9% in Italy to 92.6%
in Germany) private companies. Consistent with our other findings, participants from Italy were
more willing to share their data with governmental institutions than participants in other countries.
While participants from the US expressed far more negative attitudes overall, they were more
willing to share their data with mobile providers than our European participants.
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Fig. 2. Attitudes towards sharing specific data types and specific entities with access to data

Attitudes towards sharing different types of data with the app. Most of the participants from all
countries were willing to share their health data with the app, see Figure 2b, although the participants
from the US had a more negative attitude (38.4% unwilling to share their data) compared to the
participants from Europe (23.7% unwilling in Germany, 22.2% in Denmark and 11.8% in Italy).
Participants from Germany had the most negative attitudes towards sharing their contact data with
the app, followed by the participants from the US (70.4% unwilling to share, compared to 47.2%,
22.9%, 59.2% in Denmark, Italy and the US); participants from Italy were most willing to share their
health data, location data (32.6% unwilling to share, compared to 45.9%, 42.6%, 43.2% unwilling
in Germany, Denmark and the US) and contact data. In all of the countries, the overwhelming
majority of the participants were unwilling to share their calendar data (from 80.8% in the US to
91.7% in Denmark and Italy) and photos stored on their smartphone (from 89.8% in Denmark to
99.3% in Germany) with the app.

Trust in entities related to the app. The participants had diverse attitudes towards trusting par-
ticular entities in developing and maintaining the app, see Figure 3a. While many of participants
from European countries trusted EU-regulated organizations (54.8%, 45.4%, 53.5% in Germany,
Denmark, Italy), only 8% of the participants from the US had trust in such organizations. Moreover,
similar disparities were shown in participants’ trust in their own governments; while many of
the participants in European countries, most notably in Denmark (73.1%) but also in Germany
(41.5%) and Italy (52.8%) trusted their government regarding the app, only 20.8% of the participants
from the US expressed such trust. The rest of the entities were trusted only by a minority of the
participants, with the least trust put into foreign governments (4.4%, 3.7%, 5.6%, 1.6% in Germany,
Denmark, Italy, US).

Concerns about unauthorized access to the data from the app. Participants from all the countries
were concerned about unauthorized access by all kinds of entities, especially by private companies
(from 87.2% in the US to 90.4% in Germany), see Figure 3b. Still, participants from Denmark were
less likely to be concerned about unauthorized access by the government (58.3%, as opposed to
69.6%, 78.5%, 71.2% from Germany, Italy, US), and the participants from the US were less likely to
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Fig. 3. Trust towards specific entities responsible for the app and concerns about unauthorized access

be concerned about unauthorized access by individuals in their social circles (49.6%, as opposed to
66.7%, 70.4%, 77.8% in Germany, Denmark, Italy) as well as outside their social circles (78.4%, as
opposed to 90.4%, 88%, 91.7% in Germany, Denmark, Italy).

5.1.2  Understanding of how the app works. Further questions focused on finding out the level
of understanding by the participants on how current C19CT apps work, such as what data was
collected by the app or which entities had access to this data.

Entities having access to the data from the app. The majority of participants in all countries
believed that the government had access to the data collected by the app (from 54.1% in Germany to
73.6% in the US), and around half of participants in all countries believed that the data is accessed
by either health care providers (from 40.7% in Germany to 56% in the US) or app developers (from
42.2% in Germany to 64.8% in the US), see Figure 4a. Only a minority of participants in all countries
believed that the data was accessed by mobile providers (from 13% in Denmark to 38.4% in US).
Overall, the participants from the US were more likely to believe that the data can be accessed by
all of the entities mentioned in the survey.

Location of data storage. The participants from the US and from Italy were more likely to believe
that the data is stored in some centralized manner (see Figure 4b); as such, 73.8% of US participants
believed that it is stored centrally in some company (as opposed to 38.5%, 32.4% and 44.4% of
participants in Germany, Denmark and Italy correspondingly), and 56.2% of participants from Italy
believed that it is stored centrally with the government (as opposed to 28.9%, 43.5% and 46.4% in
Germany, Denmark and US). Participants from Denmark were almost equally likely to believe that
the data is stored either locally or centrally with the government (47.2% and 43.5% correspondingly),
while the participants from Germany mostly believed that the data is stored locally only, with only
28.9% and 38.5% believing in central storage with either the government and companies.
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Collection of specific data types. The majority of the participants in all the countries believed that
the app collected meta-data including geo-location, with such beliefs being especially overwhelming
among the US participants (71.9%, 65.7%, 75%, 92% in Germany, Denmark, Italy, US correspondingly),
see Figure 4c. Similarly, the participants from the US were much more likely to believe that the
app collects contact data (82.4% in US as opposed to 35.6%, 54.6%, 57.6% in Germany, Denmark,
Italy). On the contrary, the participants from Europe were much more likely to believe that the
app collects Bluetooth data (63%, 55.6%, 54.2% in Germany, Denmark, Italy; 28% in the US). Only
a minority of participants in all countries believed that the app collects WiFi information (from
20.1% in Italy to 34.4% in the US).

Purposes of using the data from the app. The majority of the participants in all countries believed
that the data from the app is used for notifying the app users about a possible exposure (from
80.8% in the US to 89.8% in Denmark), as well as for tracking infected people and mitigating the
COVID-19 spread (from 57.4% in Denmark to 81.6% in the US), see Figure 4d. The participants from
the US were more likely to believe that the data is also used for broader purposes, namely, notifying
the network of friends (33.6% in US, compared to 8.9%, 20.4%, 11.8% in Germany, Denmark, Italy)
and integration with other kinds of data collected by the government (64% in the US, 31.9%, 37%,
34.7% in Germany, Denmark, Italy).

5.1.3  General attitudes towards data sharing. We also asked the participants about their general
willingness to share their location and proximity data with a number of entities. Overall, participants
in all countries were most likely to be willing to share their both location and proximity data with
family and friends, and least likely to be willing to share this data with private companies and
the general public, see Figure 5. Our participants from Denmark, nonetheless, were less likely to
be willing to share their both location and proximity data with friends (43.5% unwilling to share
location, compared to 25.2%, 36.1%, 23.2% in Germany, Italy, US; 41.7% unwilling to share proximity,
compared to 23%, 35.4%, 27.2% in Germany, Italy, US). Participants from Italy and Denmark were
furthermore less likely to share their data with family outside of their household (34.7% unwilling
to share location in Italy and 29.6% in Denmark, compared to 19.3% in Germany and 16% in the US;
38.2% unwilling to share location in Italy and 30.6% in Denmark, compared to 18.5% in Germany
and 19.2% in the US).

5.1.4  Summary. Overall, the US participants in our sample were less informed about the features
of state-of-the-art COVID-19 apps, as well as more skeptical of their level of privacy protection. As
such, they were more likely to believe that the data is stored in a centralized way, that more types
of data are collected and that those data are used for more broad purposes than just mitigating
the pandemic. At the same time, the participant from the US were more likely to be concerned
about proper protection of collected data, being less trustful towards all types of entities, especially
governmental institutions, compared to our participants from the European countries.

Out of the participants from the European countries, the participants from Italy were most
willing to use the app for an extensive variety of purposes, as well as share more extensive data with
the app. Participants from Germany showed the most skepticism towards potential data collection
and usage by the app compared to the European countries, and at the same time being more likely
to believe in limited data collection compared to the rest of European countries. Participants from
Denmark, while also being skeptical about certain privacy implications of the app (e.g. purposes of
use and sharing certain kinds of data), showed the highest levels of trust in their government in
developing and maintaining the app.
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Fig. 4. Answers to questions related to the participants’ understanding about data collection and usage by

the app

5.2 Factors Influencing Adoption of COVID-19 Contact Tracing Apps (RQ2)

Overall 284 participants of our study reported installing a C19CT app, (55.4%), of them 185 (36.1%)
reported keeping it turned on at all times. While the European countries had similar and comparably
high adoption rates, the US stood out with only 19.2% of participants installing such app (see

Figure 6).
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We built a logistical regression model with people’s decision to install the C19CT apps as the
output®, looking at following predictors: (1) demographic factors: age, gender, education (grouping
into university-level and below university-level education) and experience with technology (ag-
gregating self-reported technology proficiency and whether the participants reported daily use of
a computer), (2) privacy concerns (as asked via a direct question within the survey, measured on
a scale from 1 = very concerned to 4 = not concerned at all), (3) willingness to trust in different
entities developing and maintaining the app (as total number of entities the participants selected as
someone they would trust), (4) how comfortable the participants are with use the app for diverse
purposes. The resulting model is provided in Table 3 (omitting non-significant predictors with

®Note, for the sake of the analysis we did not distinguish between people installing the app and turning it off or deleting it
afterwards, investigating the initial decision to install the app instead.
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p > .057). The factors that reached the level of statistical significance were: having a university-level
education (with people with such education being more likely to install the app), experience with
technology (with people who are more experienced also being more likely to install the app),
awareness about the apps (with participants aware about the official app recommended by the
government more likely to install it), privacy concerns (people more concerned with privacy being
less likely to install the app), and being comfortable with both covid-related and non-covid-related
purposes (see Figure 1a of using the app (the higher the average score of comfort for all the proposed
purposes®, the more likely the participants were to install the app). The post-hoc pairwise tests for
the categorical predictors in the model did not reveal any further significant factors.

term estimate std.error statistic  p.value
university 0.65 0.29 2.21 0.0274
technology_aggr 0.43 0.16 2.74 0.0061
awarenessOfficial App 2.22 0.68 3.26 0.0011
privacy_concerns -0.71 0.15 -4.64 < 0.0001
purposes 0.09 0.03 2.96 0.0031

Table 3. Logistic regression model (only significant predictors) for RQ1

5.3 Factors Influencing Privacy Concerns Regarding COVID-19 Contact Tracing Apps
(RQ3)

We also looked at how concerned people expressed being, in relation to their privacy when

potentially using C19CT apps. The majority of our participants (69%) were either “not concerned”

or “slightly concerned” about their privacy when using the C19CT apps, with the breakdown into

countries showing heightened concerns of the US participants compared to the participants from

European countries, see Figure 7.
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Fig. 7. Privacy concerns of participants related to the usage of C19CT apps (showing number of participants
for each level of concern)

"For the analysis results for all the predictors, see Appendix B
8Cronbach’s alpha for questions about individual purposes is 0.885.
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To understand the details of these findings a bit better we conducted a principal component anal-
ysis on the following variables related to privacy: (1) average score’ of being generally comfortable
to share one’s location with different entities, (2) average score of being generally comfortable to
share one’s proximity information with different entities, (3) average score of being comfortable in
sharing different types of data with the app, (4) average score of being comfortable to share the
data collected by the app with diverse entities, (5) number of data types the participant believes
the app collects, (6) whether the participant believes that the data is stored only locally, centrally
either with the government or a private company, or centrally both with the government and a
private company, (7) number of entities'® the participant believes the data from the app is shared
with, (8) number of entities the participant is willing to trust to develop and maintain the app, (9)
average score of being concerned with unauthorised access to the app by different entities, (10)
average score of being comfortable with diverse models of data collection, (12) average score of
being comfortable with using the app for diverse purposes, (11) number of different activities one
believes the data from the app is used for. We came up with five factors, explaining 78% of the
variance!!, which can be interpreted as general concerns about data sharing (General), concerns
about specific data collection and usage by the app (Specific), understanding about data collection and
usage by the app (Understanding), trust towards entities involved with the app (Trust) and Concerns
about unauthorised access to data from the app (Unauthorised). The variables loading into each one
of these factors are provided on Table 4.

Factor Variable Loading

Géneral data sharing concerns (General) General concerns over location sharing 0.91

(higher values = lower level of concern)
General concerns over proximity sharing 0.89

App-specific attitudes (Specific)

(higher values = more comfortable

or willing to share data) Being comfortable with different purposes of using the app 0.89
Being comfortable with different data collection models 0.89
Willingness to share data from the app with different entities 0.79
Willingness to share different types of data with the app 0.79

Understanding about the app (Understanding)

(higher values = perception of more

extensive data collection and use) Number of entities one believes have access to the data from the app 0.85
Beliefs regarding where the data is stored 0.81
Number of data types one believes is collected by the app 0.75
Number of activities one believes the data from the app is used for 0.67

Trust towards entities involved with the app (Trust)

(higher values = willing to trust more entities) Number of entities one is willing to trust 0.96

Concerns about unauthorised access (Unauthorised)

(higher values = lower level of concern) Concerns about unauthorised access to the app by different entities ~ 0.91

Table 4. Factor analysis of privacy-related variables (primary loadings)

We used an ordinal regression model with partially proportional odds'?, including the factors
identified above together with the variables studied in RQ1, namely, demographics (as age, gender,
country and technology experience) and awareness about existing apps as predictors and privacy
concerns (measured on a scale from 1 = not concerned to 4 = very concerned) as the outcome
variable. We found that the factors Specific, Understanding, Trust and Unauthorised had significant

9 All average scores were computed on items with Cronbach’s & > .7.

19We decided to count the number of entities instead of considering each entity separately, in order both to reduce the
dimensionality of data, as well as to reflect the fact that several entities are usually involved in development and maintenance
of the app, as well as its data processing.

11We used varimax rotation and kept factors with EV of at least 1

2Variables Specific, General and age were shown to violate the proportional odds assumption.
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effect on privacy concerns (increasing the odds of lower privacy concern levels for higher values
of Specific, Trust and Unauthorised, and increasing the odds of being “slightly concerned” versus
“not concerned”, as well as the odds of being “somewhat concerned” versus “slightly concerned”
for higher values of Understanding), and age had a small positive effect on the odds of being “not
concerned” versus “slightly concerned”. Furthermore, participants from US had increased odds of
higher concern level compared to people from Denmark. None of the other variables were found to
be significant (see Table 5, for the analysis results for all the predictors incl. non-significant ones,
see Appendix B). The post-hoc pairwise tests for the categorical predictors in the model did not
reveal any further significant factors.

term estimate std.error statistic  p.value
Not concerned|Slightly concerned.Specific 1.10 0.17 6.52 < 0.0001
Slightly concerned|Somewhat concerned.Specific 1.46 0.17 8.38 < 0.0001
Somewhat concerned|Very concerned.Specific 2.09 0.26 7.93 < 0.0001
Not concerned|Slightly concerned.Understanding -0.84 0.15 -5.62 < 0.0001
Slightly concerned|Somewhat concerned.Understanding -0.71 0.15 -4.68 < 0.0001
Not concerned|Slightly concerned.age 0.02 0.01 1.96 0.0496
countryUS 1.31 0.43 3.05 0.0023
Trust -0.50 0.12 -4.02 < 0.0001
Unauthorised -0.38 0.12 -3.20 0.0014

Table 5. Ordinal regression model with partially proportional odds (only significant predictors) for RQ2

Finally, we looked at how the identified factors (see Table 4) were affected by demographics. We
applied linear regression to study the effect of demographic variables (age, gender, country, educa-
tion, technology experience) and awareness about existing apps on each one of the factors General,
Specific, Understanding, Trust, Unauthorised. We found the following significant!® relationships:

General Participants with university education were more likely to be concerned about sharing
their location and proximity information (p = .024).

Specific Participants from Italy were more likely than the participants from other countries to
be comfortable with sharing app-specific data (p < .0003).

Understanding Participants with university education (p = .036), as well as participants aware
about the existence of an app offered by the government (versus participants who were not
aware about any existing apps they could use) were more likely to believe in less extensive
data collection and access.

Trust Participants from Italy were likely to trust less entities in developing and maintaining the
app compared to participants from Germany (p = .0276). Participants with more extensive
technology expertise and experience were likely to trust more entities (p = .037).

Unauthorised Participants from the US were less likely to be concerned about unauthorised
access to data from the app by diverse entities compared to participants from Italy and
Germany (p < .0001 and p = .0318 respectively), and participants from Italy were more likely
to be concerned compared to participants from Denmark (p = .002).

A summary of predictors that were found to be significant for each one of the factors is provided
in Appendix B.

13We report the resulting p-values without adjusting for multiple comparisons of several factors.
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6 DISCUSSION

The participants in our study had different attitudes and adoption behavior when it comes to
C19CT apps. In particular, there were noticeable differences in terms of app adoption between our
participants in the US and in Europe. These differences, however, are mostly explained by the lack
of awareness by US participants about the particular apps they could install and use, as opposed to
the participants from European countries, where official governmental apps were developed and
widely advertised. Analyzing the results also revealed differences between the countries regarding
privacy aspects of using the C19CT apps; participants from the US were the most concerned about
privacy implications, but also assumed the highest level of privacy-invasiveness on behalf of the app.
Participants from Europe, on the other hand, were more willing to trust governmental institutions
and were more aware of the workings of the C19CT apps that are currently in use, such as the fact
that the app collects Bluetooth data and that this data is mostly stored locally, with the German
participants expressing the highest level of such awareness.

Similarly to previous studies outlined in Section 2 (e.g., [1, 31, 48, 52]), privacy concerns were
significant factors in the adoption of C19CT apps. Perhaps surprisingly, however, our study showed
that participants’ general attitudes of sharing their location and proximity information did not have
a significant effect on privacy concerns in terms of C19CT. On the contrary, the understanding
our participants had of how the apps collect and process data, including the purposes for using
such data, were shown to have the largest effect. These findings might indicate that at least some
of the participants were well-aware of the fact that the widely deployed C19CT apps do not rely on
collecting neither location, nor proximity information — nonetheless, the majority of the participants
across all countries (from 66% in Denmark to 92% in the US) did indeed believe that the app collects
users’ location, among other data. Such beliefs that people think the app collects location data were
also identified by Haring et al. [17] in a study conducted in Germany just before the release of the
app. A perhaps more suitable explanation to our finding that general attitudes of sharing location
and proximity information did no have an effect on privacy concerns related to C19CT, lies in the
contextual nature of privacy [49]: people’s concerns about privacy are not only based on what data
is being collected, but also on a variety of other factors, including but not limited to the perceived
use of the data, the entities who have access to it and whether the data is sufficiently protected
against unauthorised access [3]. Framing the debate around C19CT apps as “privacy versus public
health” is therefore misleading, given that people’s hesitance to use such apps seems to be based
not on their concerns to share data per se, but instead on concerns about the data potentially being
misused.

Overall, our findings indicate that the low adoption of C19CT apps is founded in a lack of
transparency and trust, as also indicated by previous studies [48]. We therefore recommend adhering
to the following principles when designing and disseminating either C19CT apps or technology with
a similar potential for both advancing public good or, in worst case, being misused for surveillance:
First, the apps should implement proper privacy safeguards — a requirement that is already supported
by legislation (e.g. GDPR), but that, as our study shows, is critical for the adoption of the apps.
Second, the information about these safeguards has to be thoroughly communicated — as evidenced
from our study, many participants believed the app that is available to them collects and shares
more sensitive information about them than it actually does. The media of such communications
as well as the extent of it (i.e. to what level of details should the workings of the app be explained)
should also be studied, as communication of privacy assurances is known to be a challenge in other
contexts as well [40]. Yet, our findings show that the measures for such communication provided by
the respective governments at the moment of our study were not sufficient, hence, future research
is needed. Potential directions of such research would be (1) identifying the “blind spots”, that is,
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the aspects of the app functionality that have potential to create the most concerns among the users,
while being the most misunderstood — for example, the belief that the app has access to location
data and this data is stored either with the government or with a private company; (2) identifying
and involving institutions and other entities that are trusted by the users with regards to the app
usage — as evidenced from our study, such institutions can vary depending on the country, with
European users being more likely e.g. to trust the governmental institutions and research facilities
compared to the US users.

7 CONCLUSION

In this paper we presented a cross-country survey investigating people’s adoption behavior and
privacy concerns of COVID-19 contact tracing applications; we found that while people with
higher level of technology expertise, and a better understanding of what data is actually collected
and for what purpose, were more likely to install such app, where people with higher levels of
self-defined privacy concerns were less likely to install or keep such application active. While
there were interesting differences between the investigated European countries and the US, such as
adoption rate, the difference likely rested in the fact that while the European countries under study
saw governmental sponsored and recommended tracing apps, the US did not have any centrally
recommended app.

The fight against the COVID-19 pandemic has been fought using a multitude of tools, some refer
to the combination of the tools as “The Swiss Cheese”[33, 36], where each tool has weaknesses
(holes in the cheese), but where all the “slices” together provide significant protection. The contact
tracing applications provide just one possible layer that can be combined with many other (technical
or manual) strategies. However, in many situations a technical solution might be both supplemental
to manual contact tracing but also superior, for example in situations where a positive diagnosis is
a sensitive issue for some people. While the contact tracing applications are not the panacea of
disease prevention, it is still important to investigate the challenges of such app adoptions and
provide better knowledge into how we can better design these and if they make sense to even
implement for a particular population. Our study shows that a high transparency of data use, a high
level of trust in the entity that releases and maintains the app are essential to adoption rates. From
a broader perspective, mobile applications could provide transparency of their data use context
and storage, in order to reduce privacy sensitivity, that lead to lower adoption of health essential
applications such as COVID-19 contact tracing apps.
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A  QUESTIONNAIRE

See the file included with the supplementary materials.

B STATISTICAL MODELS

We provide the output of the statistical model used for RQ2, namely, the analysis of deviance for
the logistic regression model with the users decision to install the app as an outcome'*. We provide
the output of the statistical model used for RQ3, namely, (1) the output of the ordinal regression
model with partially proportionate odds and the post-hoc analyses of categorical variables of more
than two levels', and (2) the results of the analysis of variance for each one of the factors Specific,
General, Understanding, Trust and Unauthorised as response variables, and the results of pairwise
post-hoc comparisons for the categorical predictors found to have a significant effect.

LR Chisq Df Pr(>Chisq)

country 143 3 0.6996
gender 491 2 0.0860
age 142 1 0.2328
university 488 1 0.0271
technology_aggr 811 1 0.0044
awareness 12.03 1 0.0005
privacy_concerns 22.64 1 < 0.0001
trust 1.19 1 0.2753
purposes 9.06 1 0.0026

Table 6. Analysis of deviance for the logistic regression model for RQ2

Received February 2022; revised May 2022; accepted June 2022

14Note, in the evaluation of RQ2, the “awareness” variable only had to levels, excluding six “other, please specify” answers
>Due to low number of participants who reported their gender as non-binary, we did not conduct post-hoc tests on the
“gender” variable
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term estimate std.error statistic p.value
Not concerned|Slightly concerned.(Intercept) -0.91 1.27 -0.72  0.4735
Slightly concerned|Somewhat concerned.(Intercept) 0.83 1.28 0.65 0.5154
Somewhat concerned|Very concerned.(Intercept) 4.29 1.39 3.09 0.002
Not concerned|Slightly concerned.Specific 1.10 0.17 6.52 < 0.0001
Slightly concerned|Somewhat concerned.Specific 1.46 0.17 8.38 < 0.0001
Somewhat concerned|Very concerned.Specific 2.09 0.26 7.93 < 0.0001
Not concerned|Slightly concerned.Understanding -0.84 0.15 -5.62 < 0.0001
Slightly concerned|Somewhat concerned.Understanding -0.71 0.15 -4.68 < 0.0001
Somewhat concerned|Very concerned.Understanding -0.33 0.22 -1.49 0.1363
Not concerned|Slightly concerned.age 0.02 0.01 1.96 0.0496
Slightly concerned|Somewhat concerned.age 0.02 0.01 1.72  0.085
Somewhat concerned|Very concerned.age -0.01 0.02 -0.70  0.4809
countryDE 0.58 0.33 1.78 0.0745
countryIT 0.50 0.34 1.48 0.1392
countryUS 1.31 0.43 3.05 0.0023
genderMale 0.18 0.22 0.80 0.4213
genderNon-binary 0.49 1.47 0.34 0.7357
universityTRUE 0.11 0.23 0.47 0.6375
technology_aggr -0.02 0.12 -0.15 0.8772
awarenessNoAvailableApps 0.19 0.46 0.42 0.674
awarenessOfficial App -0.08 0.49 -0.16 0.8744
General 0.00 0.11 0.02 0.9871
Trust -0.50 0.12 -4.02 < 0.0001
Unauthorised -0.38 0.12 -3.20 0.0014

Table 7. Ordinal logistic regression model for RQ3

contrast estimate SE df zratio p.value
DK-DE -0.5806 0.3255 Inf -1.784 0.2811
DK-IT -0.4999 0.3381 Inf -1.479 0.4504
DK - US -1.3129 0.4302 Inf -3.052 0.0122
DE -IT 0.0807 0.2997 Inf 0.269 0.9932
DE - US -0.7322 0.4215 Inf -1.737 0.3043
IT-US -0.8130 0.4526 Inf -1.796 0.2750
Table 8. Post-hoc tests for RQ3 (country)

contrast estimate SE df =zratio p.value
no awareness about official app - no awareness about any available apps ~ -0.1944 0.4621 Inf -0.421 0.9071
no awareness about official app - awareness about official app 0.0773 0.48387 Inf 0.158 0.9863
no awareness about any available apps - awareness about official app 0.2716 0.3701 Inf 0.734 0.7434

Table 9. Post-hoc tests for RQ3 (awareness)

Proc. ACM Hum.-Comput. Interact., Vol. 6, No. MHCI, Article 204. Publication date: September 2022.



Understanding Privacy Concerns, Trust and Adoption in COVID-19 Tracing

Df SumSq MeanSq Fvalue Pr(>F)
country 3 43.60 14.53 16.49 <.0001
gender 2 1.58 0.79 0.90 0.4094
age 1 0.31 0.31 0.35 0.5520
university 1 0.10 0.10 0.11 0.7425
technology_aggr 1 2.16 2.16 245 0.1186
awareness 2 2.05 1.03 1.17 0.3128
Residuals 375  330.45 0.88

Table 10. Analysis of variance for the factor Specific
contrast estimate SE df tratio p.value

DK-DE -0.0190 0.1442 375 -0.132 0.9992
DK-IT -0.5912 0.1414 375 -4.180 0.0002
DK - US 0.2389 0.1917 375 1.246 0.5977
DE-1IT -0.5722 0.1313 375 -4.356 0.0001
DE - US 0.2579 0.1955 375 1.319 0.5514
IT -US 0.8300 0.1987 375 4.176 0.0002

Table 11. Post-hoc tests for the factor Specific

Df SumSq MeanSq Fvalue Pr(>F)
country 3 7.58 2.53 2.59 0.0523
gender 2 0.51 0.25 0.26 0.7713
age 1 1.71 1.71 1.76  0.1859
university 1 4.95 4.95 5.08 0.0248
technology_aggr 1 2.09 2.09 2.15 0.1437
awareness 2 1.71 0.86 0.88 0.4158
Residuals 375  365.39 0.97

Table 12. Analysis of variance for the factor General

Df SumSq MeanSq Fvalue Pr(>F)
country 3 23.25 7.75 8.46  0.0000
gender 2 2.64 1.32 1.44 0.2377
age 1 0.28 0.28 0.30 0.5839
university 1 4.22 4.22 4.61 0.0324
technology_aggr 1 0.88 0.88 0.97 0.3262
awareness 2 7.24 3.62 3.95 0.0200
Residuals 375  343.32 0.92

Table 13. Analysis of variance for the factor Understanding
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contrast estimate SE  df tratio p.value
DK - DE 0.0172 0.1470 375 0.117 0.9994
DK -IT -0.2012 0.1441 375 -1.396 0.5029
DK -US -0.2795 0.1954 375 -1.431 0.4810
DE-IT -0.2184 0.1339 375 -1.631 0.3623
DE - US -0.2967 0.1993 375 -1.489 0.4451
IT -US -0.0783 0.2026 375 -0.387 0.9803
Table 14. Post-hoc tests for the factor Understanding (country)

contrast estimate SE df tratio p.value
no awareness about official app - no awareness about any available apps ~ -0.0203 0.2141 375 -0.095 0.9951
no awareness about official app - awareness about official app 0.4451 0.2326 375 1.914 0.1361
no awareness about any available apps - awareness about official app 0.4654 0.1711 375 2.719 0.0187

Table 15. Post-hoc tests for the factor Understanding (awareness)

Df SumSq MeanSq Fvalue Pr(>F)

country 3 23.04 7.68 8.18  0.0000
gender 2 1.23 0.62 0.66 0.5190
age 1 0.33 0.33 0.35 0.5523
university 1 0.20 0.20 0.22 0.6424
technology_aggr 1 493 493 5.25 0.0225
awareness 2 3.74 1.87 1.99 0.1381
Residuals 375  351.98 0.94

Table 16. Analysis of variance for the factor Trust

contrast estimate SE df tratio p.value
DK - DE -0.1644 0.1488 375 -1.105 0.6867
DK -IT 0.2148 0.1459 375 1.472 0.4556
DK - US 0.2086 0.1978 375 1.054 0.7174
DE - IT 0.3792 0.1356 375 2.798 0.0276
DE - US 0.3730 0.2018 375 1.849 0.2522
IT -US -0.0062 0.2051 375 -0.030 1.0000
Table 17. Post-hoc tests for the factor Trust

Df SumSq MeanSq Fvalue Pr(>F)

country 3 25.72 8.57 9.23  0.0000
gender 2 4.50 2.25 242 0.0902
age 1 1.31 1.31 1.41 0.2353
university 1 0.68 0.68 0.73  0.3940
technology_aggr 1 1.08 1.08 1.17  0.2807
awareness 2 2.92 1.46 1.57 0.2083
Residuals 375  348.32 0.93

Table 18. Analysis of variance for the factor Unauthorised
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contrast estimate SE  df tratio p.value
DK - DE 0.1691 0.1480 375 1.142 0.6635
DK -IT 0.5144 0.1452 375 3.543 0.0025
DK - US -0.3824 0.1968 375 -1.943 0.2118
DE - IT 0.3453 0.1348 375 2.560 0.0527
DE - US -0.5515 0.2007 375 -2.748 0.0318
IT-US -0.8968 0.2040 375 -4.395 0.0001
Table 19. Post-hoc tests for the factor Unauthorised
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